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1600.2B

FOREWORD

This order provides direction, and assigns responsibility for
assuring agency compliance with the provisions of Executive Order

12065, dated June 28, 1978.

The material in this order provides direction on the many
aspects of the classified information security program as it is
outlined by E.O. 12065. The only significant changes to the
procedures utilized for several years in FAA have to do with the
marking of classified documents, and the requirement for earlier
declassification of most information.

The previous edition of this order contained a significant
amount of material that did not relate specifically to the
control and protection of national security information. In
order to improve the quality of this directive, all nonrelevant
information has been deleted. This material will be incorporated
into other FAA security directives. Appropriate references to
these directives are includec in this order.

Cinne

ALAN W. RE;D
Director of Investigations
and Security

Page { (and ii)




CHAPTER ). GENERAL PROVISIONS

SECTION 1. INTRODUCTION

1. PURPOSE. This order implements DOT Orders, 1640.3C, National
Security Information, and 1640.4A, Classification,
Declassification, and Control of National Security Information.
It establishes comprehensive standards for the protection of
classified national security information held, used or generated
by FAA components. It also establishes a system for the
classification, downgrading and declassification of information;
sets forth policies and procedures for the safeguarding of such
information; and provides a management control process for the
FAA classified information security control program.

2. DISTRIBUTION. This order is distributed to branch level in
the Office of Investigations and Security in headquarters; to
branch level in the Air Transportation Security Division in the
regions; to branch level in the Investigations and Security
Division at the Aeronautical Center and to branch level in the

Aviation Facilities Division at NAFEC.

3. CANCELLATION. Order 1600.2A, dated 13 February 1973, is
cance

4. EXPLANATION OF CHANGES. Chanqes wvere made to include the
provisions of Executive Order 12065. Essentially, these are:

a. The classification category "Confidential® has been
redefined.

b. The types of.information which qualify tot classification

' are spectfied.

c. The period during which information may relaln classified
has been reduced to cix yeatc, except in cettain cases.

. - .d. Marking tequircuents are changed to. requiro the
1dent1£1catiou of classified and unclassified portions of -
documents. Also, there are new provisions tor the tdentiftcatlon

£ a classification authortty. ‘
. Procedures are octabltshod for the cystclatlc tovtcw of

ciassitiod information.

£. The Information $ccur1ty Oversight office replaces the

: Intetaqcncy Classtticntion Reviev Committee. . -
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g. Guidance and :i1nformation superfluous to the purpose of
this order have been deleted.

S. STATEMENT OF INTENT. It is the intention of the FAA to
provide an appropriate level of protection for classified
national security information by complying with the standards
established in Executive Order 12065.

6. SCOPE.

a. The provisions of this order apply to all FAA personnel
who handle or otherwise have access to classified information,
regardless of location, duty station or position.

b. FAA personnel located on military bases, embassies or
contractor facilities are governed by the provisions of this
otder. Problems in compliance which result from either
conflicting policies or constraints imposed by the non-FAA
authority having security cognizance for the facility,
installation or activity where a FAA employee or organization
element is located, shall be referred to the appropriate FAA
servicing security element for resolution.

c. FAA procurement actions which result in the production of
classified information or require the contractor to utilize such
information in the performance of the contract, shall be
accomplished in accordance with FAA Order 1600.56, Guidelines for
FAA Participation in the Department of Defense(DOD) Industrial

Security Program(ISP).

7. RESPONSIBILITIES.

a. e Director of Investigations ggg,Seggr;t!g'§§§rl is
respcasible for: . - '

.. (1) Developing FAA wide policies and standards required
to safeguard classified national security information.

... 2) Assuring compliance throughout FAA vith'these
policies and standards. - - . e

(3) " Devclcbinq management plans, ﬁrcqraas-nnd techniques
for the efficient, cost effective control, handling and
protection of classified national security information.

. <. . (4) Conducting investigations in the event of a loss or
compromise of classified information and/or violation of the
administrative controls prescribed in this or other directives
for the protection of classified national security information.

Page 2




b. Directors of Regions, Aeronautical Center and NAFEC, are

respons:ble for the implementation of this order within their
areas of jurisdiction.

c. Heads of offices, services and activities are responsible
for safeguarding cIassifiga information entrusted to their
custody 1n accordarce with these policies and procedures.

d. Each FAA emglogee is responsible for assuring that
classified national security information is properly used and
safeguarded and that the administrative controls prescribed by
this order are foliowed.

8. AUTHORITY TO ORIGINALLY CLASSIFY INFORMATION. Executive
Order 12065 confers upon the Secretary of Transportation the
authority to originally classify information as Secret and
Confidential with further authorization to delegate this
authority. This authority has been delegated to FAA as follows:

a. Normal Conditions. Authority to originally classify
information as Secret and Confidential is delegated to the:

(1) Administrator, AOA-1l. ' ) 7L
(2) Director of Investigations and Security, ASE-l.

b. Emergency Conditions. When Defense Readiness Condition
Number Two (FAA Readiness Level Charlie) or higher emergency
conditions may be declared, authority to originally classify
information as Secret or Confidential is automatically delegated

to the:
(1) Deputy Administrator, ADA-1. | ‘
(2) Regional and center directors. :

c. Cancellation of Authority. The authority delegated under - -
.  emergency conditions to. ty Administrator and regional and - .= |
center directors is automatically cancelled when Defense . .- =~ .
Condition Number Three (FAA Readiness Level Bravo) or lower -
emergency level is declared. . :

> T s

7. d. - Although the.delegations of authority are expressed above
in terms of positions, the authority is personal and is vested -
only in the individual occupying the position. -The authority may
not be exercised "by direction of" or "for"-a designated . i
official. The formal appointment or assignment of- an individual
to one of the identified positions or a designation in writing to
‘act in the absence of one of these officials, however, conveys
the authority to originally classify information. oo
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9.

AUTHORITY TO DOWNGRADE OR DECLASSIFY.

a. Originally Classified Material Original classification
authorities, a successor:in capacity or a supervisory official of
either, a higher authority, and the Departmental Security Review
Committee, ate authorized to downgrade or declassify information
originally classified by FAA. 1In &ddition, the Director of
Investigations and Security, ASE-1, is authorized to downgrade or
declassify information originally classified by an official
within FAA and to resolve classification conflicts or doubts as
to the appropriate classification of that information.

S - gggvaﬁve}! lagsi erial. The declassification
i, -Authorities qmt&%&%ioal and Center security
‘elements are authorized to declassify or downgrade derivatively
' classified material when gsuch action does not conflict with
classification decisions evidenced by the source saterial or
instructions froms the original classification authority.

10, ADMINISTRATIVE SANCTIONS.

_a.' Under the provisions of Z.0. 12065, military and civilian
. . employees of FAA are subject.to administrative sanctions if they
- . coumit any of the following: o o

. Ji (1) Enowingly and willfully classify or coatinue the
-+ classification of information in violation of E.O. 12065, any
- _tnlqm;;ng -directive,:or su.mﬂ.’ o i o

Yl 12) “Knowingly, willfolly and without authorization
+disclose information properly classified under .E.O. 12065 or
prior -executive orders or compromise properly classified
-:(3) SiKnowlingly and wilifully violate any.o

: »é,.rx,% e AT e S SR

£:8,0.712065;%

52 L H 5 Sunctions {nclude & warning letter, formal repcimand,. . -
i -_,mtugu;t.hoptfpcy,»;:to:‘tcttun_of.-pay.5‘:.lou of security . -
G y‘:glmrmr: ;termination of .classification authority or. -

ey

Wy e bl T o R
UM L R Sy Ao

r-sanctions in accordance with applicable lava, and such -~ . -
-shal}be'taken against ‘any of ficer oc employee, regardless . -
v .cespousible.for a violation of this. order. ‘.

I rdadd

; {:E,.K"‘

Fhetrfe, Sl LER e - S G S S I S R R SAC A, et .
Lierely.Besds-of ioffices, services, regions and. centers shall: .-
‘assure ‘that-appropriate corrective action‘is taken whenever a ' .
‘violation occurs.: ‘The:0OST Directocr. of -Investigations and - -
ity shall be informed through ASE-1 when such:violations

L5
T . el

v

5.
e
Sl
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sl 11. ]KTER gg.\rxg. Questions on interpretation of the
R provisions of -this order or their application shall be referred
as appropriate to the servicing region/center or headquarters
ucurtty clmnt or to the &curity Divuion, Asx-zoo.

C 2. g%xmgg% Fxs This order is° ‘aistributed by o
. 'servicing security e n% individuals assigned BN

responsibilities under -this section and to activities having’
-custody of classified information. The order shall be maintained
in current form for ‘ready reference by those lndivmult and

.cttvitin

o 13. RESERVED. o ‘,
SR . SECTION 3, m;u;nﬁ“
] 14. | !-:FINI‘!' S. The fouudng detinitions are pcoudcd for tho
g terms us is directive.:. As used in this order,: the
tolloving tem and mninqs thnll be nppnclble.x
Lokae .. mmunf . the.ability and opportunity to .
e obtaln e or possession of classified information. (An - . . ...

ST _individual does .not have MCCEBS . Lo information merely by being. _1n jf .

a-place where: u.dstnpt. ‘provided the security messures in :
S :'féoct gfcvu;t him :gaiping knowledge ot:poumtcnct tht
ormation.)’. z o _ S

r b.,i_;,'ﬂ: i\?;i’ l’
_account custodian, wi
.ddtuon or dclctlon.é;‘ "

M_TAi-ac:('gt,‘ PSSR Bt S
orqanlutioaﬂ.:',rmtbuuy .g.a ’39"‘“"'&5

nﬁmlmem jmlcu ;uauooll .‘Qé 3 3!

.:_..“1 "“’P"',
- -

ithe . -d.
W«,bo»bm by
such :dctmmnhucn.‘“

«oﬂ iuny Mmlttoa x*‘
tﬁucﬁl%a :o mgﬁ?l.u mu-t
'it0. -requl on:
iho interest of :national security..
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| a clmiflcat;on qntdo e

. ‘ﬂﬂl al tion's ing" =
| yith'a designation signifying ‘that

9. Classification « Guidance issued or oved by an
original classification rity that identifies information or
material to be protcctod from unauthorized disclosure and
specifies the level and duration of classification. assigned or
assignable to such information or material under authority of -
Executive Order 12063.:'For purposes of this.order; this term

Spectiic 1ncludo‘m !m'm' Contract 5“’"‘-’“! Clmluatim
Spocu Ication. x ;,,.-, N

R | Information or material that is:
(1) odu or or. by, -or under the control of the
United Statu Govmt, ‘and {2) determined: pursuant to

Executive Order 12065 or prior orders and this ﬂroctin to

require: ptotectioa lpllm nmthorizod disclocnro (3)

designated. ‘ VN '

L Q;?_;_q_% An 1ndlvtdual vbo nku a 1lmltlut!on
dctmuut on a -security-classification to .

information ‘or ut-rul. : clminct ny be: an. oriqtual
classiffication mthatlty”or

security classification buod |

4. 1: . “ro.deteruine ‘that otticiu- uf.omtua
'rmtru :interests of ‘national securt
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disclosure, together with a removal or cancellation of the
classification designation.

p- gfgéassifiga§t%n Event. An event that eliminates the need
for contin class catI of information.

rivative f1i ation. A determination that
1n£ornat on is in substance the same as information that s
currently classified, and a designation of the level of
classification

r. ggfggggg Any recorded information regardless of its
physical form or characteristics, including, without limitation,
written or printed matter, telegruphic messages, data processing
cards and tapes, maps, charts, paintings, drawings, engravingc,
sketches, working notes and papers, reproductions of such things
by any means or procm. and sound, voice, ucqmttc or electronic
recordinqs in any. torn ) R

ggg % %% ;Egé on. An ofttc' Ot actlvity vhich
contr:ol: class ts received from the Security Control
Point. - the Document -Control Station distributes thuo
docmnts to accounts. within the office for operational:
purposes -and for storage.. All. documents bnlaby sub-cceounts
subordinate to a Document Control.Station pass: through the '
- .Document  Control - suuou ubou bciaq ptocouod toc tnnuitul ot

g S t. Mg_qL:_g_c_.‘ux«dot&llmuou that*clmifud. 'tntotnucn .
! oo - .requires, e intetests of national:security; a 3ower. dogroo -
¥ R e

-
N
-

-
.

"— 4
.“ 2

F - of protection against-unauthorized ‘disclosure than: -currently -

t provided, -together with-a.changing'of the classification .. - .
1} e dutgnauoa to teflect. .uch lont dcg:_”!bt mt%c;tu.,,..___.ﬂ.,' e
=y 8 . e v 2 2 KON Y Vi E . Ry R . !rvj'".\t\» hi v ) e

'Lmtlml mtuﬂwbﬁmﬁo tmcutl
QIPLESs. OF upuodpthatv’m"iutonatton 18 ‘to be: kept - in 3
‘confidence; ~or 2(2)-produced by. the United States pursuant to
weitten 4o nt. km ;. a-foreign W nt‘;‘*‘ Ay
; or.the. “‘W‘t “no‘ ¥ ~ A AN
fdencey : Sucb a:written: aouutmno-mtm cvtdqaetd by
- an.exchange. of sletters, -4 -nemorandum of understanding, ot other . .
u:lttca :oeatd.wm Tl
B g '

‘Any :person not & cluua of;-not
grant alien to, the United sutu (A
foreign’ uttonal ny ‘not -be:granted a securit ~clearance. ) Por
. -;purposes. of secucity,. foreign representati as defined holon .
r.are considered t.o be :the same s toruqn tionals. 5

.-
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4 {_o_;_eji_ga gg;esenaative. A citizen or national of, or an

1 1miqtant alien to the United States who is acting as a
representative, official, or employee of a forciqn chern-cnt,

firm, corpcrat!.on, Qr . pcrson - . :

‘ %?Elg g%;;;g; xntomuon ruond from the
Restrict ta category -upon a jotnt determination by the :
Department of Energy {(or antecedent: agencies) -and the Dcpurt_n_ent

of Defense that wch information- :chtu primarily to the s
military utilization of atomic-weapons and that such informatfon
can be adequately-safeguarded as classified defense information.
For purposes of foreign dissemination,. however,: :uch mtomtion
is treated in th. nln unmt u Rutricted nuu

'&fﬁ*’a’ﬁ.‘ﬁ'{m pecscn who has been levtully
admitt States undct.' an immicration visa for
permanent residence.- -(Such individuals’ be granted a security
clearance, provided ptovuiom -of .ppuc e pcrsonncl ucu:ity

requhuons u'o tollond )

z. }_g_m Knovlcdoo tbat. can be co-unicated by any
means.

: m;%;!-_gﬁ m tmlt of mta of _
nd-tuuttat ve cies . pcoctdur:u for Multtt ing, ]
controlling, and pmttcttng ‘from unauthorized disclosure,

' information the prouction o: uhtch il wthoﬂzod by uocutin :
e order or cu.tutc.‘ R e e
- ab. ﬁf k;g_f The phyucal act of umca:m ‘on umm the
. Lo assigned ¢ fication, changes in classification, and any . .
HETRE I spocial nllutxon on the. dinutnatton of the’ lu!orutton.
' . mm g:oduct or. cuuéam bu”'or*-lu vhlch
mtomt on.is dodid. e e TR e -

"'.:'..'“ ~.d65 *
‘ ;xchtt

~
f
..l

Cep. & citiben of the United
-a clum of:the nattod; ~;5. L

‘ 10690 ; t: of. :muuau '

: "m onof ¢ POt

sonlttoa ‘shallibe groviddul <40 persons ‘whose -of£1 clal

' or-contractual ‘obligations: rcquto ‘Such -8CCESB &7y
butty for:deternining’ the  NEED-10-KNON. of ;2

‘recipient. rests upon-each -individual who: hu*wlca Rt

2 odoc or.control -of ‘the information.:: A prospective. mipimt

ny aot nko mm«uutm., l- -ny oaly jusuty this. accou E

~/"
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ag. Official Information. Information which is owned by,
produced for or by, or subject to the control of the United
States Government.

ah. Original Classification. An initia) determination that
information requires, in the interest of national security, a
specific degree of protection against unauthorized disclosure
together with a designation signifying that such a determination

has been made.

ai. Regrade. A determination that classified information
requires a erent ree Oof protection against unauthorized
disclosure than currently provided, together with a change of
classification designation that reflects such different degree of
protection. S _ :

aj. Restricted a. All data concerning (1) design,
manufacture or utilization of atoaic wegpons; (2) the production
of special nuclear material; or 1J) the use of special nuclear
material in the production of energy, but shall.not include data
declassified or removed from ‘the Restricted Data ‘category
pursuant to Section 142 of the Atomic Energy Act. (See also
Section lly, Atomic.Energy Act of 1954,.as amended.) .- '~

~ak  Security Control.point. .’An’individual or office having
primary responsi .for. receiving,. controlling, disseminating,
and disposing of ‘classified documents Teceived by an activity. v

- All documents heldby:.document control ‘station and:sub-accounts
pass througn the Security Contral- Point whea being processed for
transmittal or disposition.- i TR L T e

YL

4 AN
A . . B Tl
By 5 WE SRS
o LSRR o L4 RS G
T . B

.ii'ZZLsg%sig;vé"' ompartee "’f‘z% ;Em “All {aformation and
material tequires special. controls for restricted handling. -

systeas and. for which

R within:compartmented. intelligence
. compartmentation is established

R LR N ity el ._4;‘,:‘;:‘ S
N e AR D T ey - g

iy

G cont'o:‘zorganiugiom ~elesent.nentioned {n paragraph '2_-&!:1:!:_51- ,
. Tesponsible.for providing security services to a particular’

. )

.. G

......

PR . ¢ ~cess Progra .2‘:-:,:;.: 8- 1 : i " t i 8
~ RIvON m%m rolmgmmlwwl Lot T
access 'to-Confidential, sSecret, or.Top Secret .information. Such
R program - includes,;sdut is not limited to,: special clearance, ' .
2 '*‘idjudtculen,-‘br*1mut1min_?:m1m..._mu designation
.- of officials authorized to determine *need-to- "¢ or special
©  1ists of persons determined to have a "need-to-know". .
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“statistics as required by Order-1600.58, to tho - -
---’A'Inunmcy CImtﬁcatton mz« Ca-aitt ). - .

ap. Stati Accdunt Classified documents held by a
Classifi ccount Eustodim, which do not change periodically
due to updating, addition or doletion. 2

n An office or activity which tocctvtl
clmtﬂ docmnts from either a Security Control Point eor
Document Control Station, for operational purposes. The sub-
account i{s responsible for protecting the documents from
unauthorized access and for transmitting or disposing of the
documents . through the conttoluno Security cOntrol Point or
Document Conttol sution.

ar. I_e__v_gg%or;u ‘x'he SO Statu; the
Dictrict%l%% E% g%-omn of Puerto Rico; the
Territories of Guam, American Samoa, and the vu-gm Icllnds; the

Trust Terrfitory of the Pacific Islands; the Cana the
Pocsosslons. Midway, and Hako Jshnd:

as. %gg_ﬁ A detomtnauoa by conpetcnt uutbority that
certain classified informatiom . requires, in the .interests of
national security, a higher degree of protoction against ‘
unauthorized disclosure than.currently-provided, together with &

changing of the clmtﬁc&tiou dulgnntton to tctloct such hlqm. _

en. |
15-20. RESERVED. S o
. 3. . i R NP Lo ‘
.. . Ezecutive Order 13665, obnoatu FAA to. umusa

-and maintain an active oversight program to ensure:compliance - @
the:provisions of the Executive Ovder. . The- nqnxr-antn of e :

Oocyon m Lntuod t.o z-mu euu obngatton AT

: Eﬂ!m. cmct. gccuzgyrﬁ'“‘”' B
u:vu as mﬁ o
"‘"";.‘,;. m«:tiou vin be -

thtough thc tol toasn

L-ph-cn: ‘the. roquztncuts of. z.o. 1‘!065. %

_-u

E: .,%_-12)‘ Collection and malntenance of f
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N
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(3) Performance of evaluations of reqion/centot
classified information control prograsms.

(4) Monitoring region/center compliance with the
inspection and audit requirements of this order.

(S) Providing spocialtzod,qu‘.&ncc and assistance when
requested by.}‘u co-poncntt.

(6) Develop-ent of a co-ptehmivc security education
progras.

b. BﬂiMsﬂﬁf. Program Management. The roqion/ccntcr
security element having progras sanagement implesentation
responsibilities for the classified information control program
mn accomplish thu tunctiou thtouch the folloving actions: .

- (1) Dcvolop and uinutn pcoqru nmgacnt statistics
required by Order 1600 S8. _

(2) Conduct tbc roquirod 1ncpoctton of clmtﬂd .
informaticn accounts as spociﬁod lln ppraonph 26. .

AT £

{3) Assure’ uut t.bc semi-annual audits of ‘1'09 ST

* documents and annual sudits of -Secrst and Confidential m
. are: accoqushcd tn -ceordanco stﬂntbo tmltacnu o!

25.

- £4) vatdc qutdancc, mlm,’:ﬁf«wﬁ muﬂ.ty .
cdncatiml ntcrul _mtv par*bc :oquttod by mlon/ccatcr

. cluttttod ;lntmttoa“neeomt vl.

Classified’ t:Custodian.
opcntog:so!*tho Stcnttty conmxfxrolnt oc. nocmt..-
sg_q_tton"':-&nd will:. be zmtblo ggn -

L
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.




d. Reporting any known or suspected compromise of classified
information or security directives to the servicing security
element.

24. TOP SECRET CONTROL OFFEQ;B (TSCO). Each activity having a
requitement to handle Top Secret material shall appoint, in

writing, A TSCO and an alternate TSCO. The TSCO, or alternate
TSCO, may be the same individual as the operator of the Security
Control Point. In any case, the TSCO, or alternate TSCO, shall
receive and maintain the requiced accounnbuity records and
controls, dispatch all Top Secret material and conduct semi-
annual audits.

25, Compcehensive audits shall be conductcd of
all e%n@m and CONTIDENTIAL documents in- accordance
with the schedule outlined.in:this paragraph. Each audit shall
consist of a visual comparison of the classified account control
records with the documents on-hand. Written certification of the
completion of these audits shall be transmitted to the servicing
security element. Any discrepancy in control records or
indications of a missing -document shall be reported votbany to
the servicing security elesent 1-cdutcly. Andut shall .
conducted on the following lcbodnlest . e, -

%g_. Mdlu by the rsco or altmto xsco shall be
conduct sen -annually 1u Juno and Docnbcr.

re Andiu by cuttodlm cball be
eonduct% 'Tl'y (o] B

| ) 26. @;% n %;ﬂ Egzmxﬁgg A ueutity
;.  -inspection of each.C account '8 g" performed by the .
| s '-;A_-sorvtcmg security -element within the time. ‘frame: tpcciﬂod zn the
; " - 'following subparagraphs.:iAn ‘inspection will consist of a
T thorough examination of phyllcal. .and sdministrative safeguary
A and a'nndc- comparison of ‘control records and’ classified. .
. documents.:' The :size of the randoa sample:will be mutcnt -uu
the volume of . :classified material. - Inspection: ‘vesults will/be .
m 40 t: :ritgmgimtoutr rut‘. tltntaiu bo‘m: rto
the appropria evel-o W nspected: < p
,_taci-nty'/oznco or ‘activity.’ ‘eopy ot uu- rcpoct:’mu bo mt -

’:

: W. ....Mmuvt necount*md ‘sub-account T
annually by the servicing security claout
ueup: that mttc nccocnts may. bo schoduud for biennial . -

W 'This order may.be- supplaontod by rogton
and’ secur elements &8s : to provide: addiuml
,lnuml 1nsttucttm mulntug to the ocu utuuon. ﬂu

o .
P

°
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appendix method of supplementation as described in paragraph 414
(1), Order 1320.1B, FAA Directives System, is recommended, as it
provides the user with a cohesive body of organizational
procedures and i1nstructions.

28-29. RESERVED.
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CHAPTER 2. CLASSIFICATION OF NATIONAL SECURITY

INFORMATION

SECTION 1. RULES GOVERNING CLASSIFICATION OF INFORMATION

30. PRINCIPAL. Except as provided in the Atomic Energy Act of
1954 as amended, Executive Order 12065 is the only basis for
classifying national security information. Such information
shall be classified in one of the three categories specified
herein. If there is reasonable doubt which designation is
appropriate, or whether the information should be classified at
all, the less restrictive designation should be used or the
information should not be classified.

31. CLASSIFICATIOR CATEGORIES. Official information which
requires protection against unauthorized disclosure in the
interest of the national security shall be classified in one of
the following three categories:

a. Top Secret. This category shall be applied only to
information, the unauthorized disclosi:.e of which reasonably
could be expected to cause exceptionally grave damage to the
national security.

b. Secret. This category shall be applied only to
information, the unauthorized disclosure of which reasonably
could be expected to cause serious damage to the national

security.

c. nfidential. This category shall be applied only to
information, the unauthorized disclosure of which reasonably
could be expected to cause identifiable damage to the national

security.

32. QL§%§ FYING I %E%! Y. It is emphasized that only
information may be ¢c eod. lassified information requires
protection regardless of the medium b, which it is presented. It

may be expressed orally, in written, pbotoqraph!c, or printed
form, or embodied in equipment, on lagnettc storage ncdta, or
other such material. Terms such as “classified document,”
“classified material,” “"classified letter,” etc., are simply
reference terms to describe items that contain or reveal
classified information.
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33. MATERIAL PRODUCED IN FAA CONTAINING CLASSIFIED INFORMATION.

a. Only those officials specified in paragraph 8 have
authority to make original classification determinations. 1If an
FAA employee not having classification authority generates
information which is believed to warrant original classification,
it shall be referred to the appropriate classification authority
for determination. Pending a classification determination, all
material containing this information, including that referred for
determination, shall be marked with the recommended
classification category and safeguard in accordance with the
provisions of this order.

b. In most instances, classified information in FAA-produced
material is based upon or otherwise reflects classification
determinations made by an official outside the agency exercising
original classification authority. In these instances, the FAA
employee producing a document is not originally classifying the
information contained therein when a classification marking is
placed on the document. Rather, the FAA official is conforming
to a previously reached classification determination.

34. ACCOUNTABILITY OF QL%§§IFIERS. Classifiers are accountable
for the appropriateness of the c asgifications they assign, -
wvhether by exercise of original classification authority or by
derivative classification.

35. SIFI 1 APPROVAL.

a. When an official signs or finally approves a document or
other material already marked to reflect a particular level of
classification, he or she shall review the information contained
therein to determine if the classification markings are
appropciate. If, in his judgment, the classification markings
are not supportable, he shall, at that time, cause such markings
to be removed or changed as appropriate to reflect accurately the
classification of the information tnvolved.

b. A higher level official through or to whom a document or
other material passes for signature or final approval becomes
jointly responsible with the accountable classifier for the
classification(s) assigned.

36. CLASSIFICATION PLANNING.

a. AMvancs classification planning is an essential part of
the developrent of any plan, operation, program, research and
development project, or procuresent action that involves
classified information. Classification aspects must be
considered from the outset to assure adequate protection for the
information and for the activity itself, and to eliminate
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impediments to the execution or implementation of the plan,
operations order, program, project, or procurement action.

b. A classification guide shal]l be developed by the
responsible program office for each originally classified system,
program, plan, or project as soon as practicable prior to the
initial funding or implementation. Classification guides shall:

(1) Identify the information elements to be protected,
using categorization to the extent necessary to ensure that the
information involved can be identified readily and uniformly.

(2) State which of the classification designations (i{.e.,
Secret or Confideatial) applies to the information.

(3) State the duration of classification in terms of a
period of time or future event.

(4) Either specifically indicate that the designations,
time limits, markings, and other requirements of Executive Order
12065 are to be applied to information classified pursuant to the
guide in accordance with this order or specify how they are to be
applied.

c. Each classification guide shall be approved personally and
in writing by an official specified in Paragraph 8 whose identity
shall appear on the guide. Such approval constitutes an original
classification decision. '

37. RESERVED.

SECTION 2. CLASSIFICATION PRINCIPLES, CRITERIA, AND
NSIDERAT

38. g§g§g!§% %gg§¥§!z. Reasoned judgment shall be exercised in
making classification decisions. A positive basis must exist for
clasgsification. Both advantages and disadvantages of
classification must be weighed. 1f, after consideration of the
provisions of this section of the order, there is reasonable
doubt whether the information in question should be classified at
all, the information shall not be classified.

oo FEEEIEICATION OF STECATIC LTI, ettt
class cation determination is e, each item of information
that may require protection shall be identified exactly. This

requires identification of that specific information which
comprises the basis for a particular national advantage or
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advantages which, 1f compromised, would or could adversely affect
the national security.

40. SPECIFIC CLASSIFYING CRITERIA. A determination to
oriqinaIIy classify shall be made only by an authorized original
classification authority and only when, first, the information is
within the following categories and, second, the unauthorized
disclosure of the information reasonably could be expected to
cause at least identifiable damage to the national security. The
determination involved in the first step is separate and distinct
from that in the second. The fact that the information falls
under one or more of the criteria shall not be presumed to mean
that the information automatically meets the damage criteria.
Information may not be considered for classification unless it
concerns:

a. military plens, weapons, or operations;
b. foreign government information;
c. intelligence activities, sources or methods;

d. foreign relations or foreign activities of the United
States;

e. scientific, technological, or economic matters relating to .
the national security;

£. United States Government programs for safeguarding nuclear
materials or facilities; or

g. other categories of information which are related to
national security and which require protection against
unauthorized disclosure as determined by the Secretary of
Tr. tign. Recommendations concerning the need to designate
additional categories of information that may be considered for
classification shall be forvarded through channels to the
Secretary for determination. Each such determination shall be
reported promptly by ASE-1 to M-30 for reporting to the Director
of the Information Security Oversight Office.

- 41, WQ{ DAMAGE. Unauthorized disclosure of foreign
governaen ocsation or the identity of a confidential foreign
source is presumed to cause at least identifiable damage to the

national security. .

42. PROEIBITIONS.

a. Classification may not be used to conceal violations of
lav, inefficiency, or administrative error, to prevent
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embarrassment to a person, organization or agency, or to restrain
competition.

b. Basic scientific research information not clearly related
to the national security may not be classified.

c. A product of non-government research and development that
does not incorporate or reveal classified information to which
the producer or developer was given prior access may not be
classified until and unless the government acquires a proprietary
interest in the product. This prohibition does not affect the
provisions of the Patent Secrecy Act of 1952 (35 U.S.C. 181-188).

d. References to classified documents that do not disclose
classified information may not be classified or used as a basis
for classification.

e. Classification may not be used to limit dissemination of
information that is not classifiable under the provisions of
Executive Order 12065 and this order or to prevent or delay the
public release of such information. ‘

f. Mo document originated within FAA may be classified after
receipt of a request for the document under the PFreedom of
Information Act or the Mandatory Review provisions of this order
(section 1, chapter 3) unless such classification .is consistent
with this order and is authorized by the Secretary of
Transportation.

g. Classification may not be restored to documents containing
information already declassified and released to the public under
this or prior directives.

h. A compilation of official public releases may not be
classified.

43. . Ordinarily, except
for {FomiE on T ok Aasts therefinltion of Restricted Data,
basic scientific research or results thereof shall not be
classified. BHowever, classification would be appropriate if the
information concerns an unusually significant scientific “"break-
through” and there is sound reason to believe it is not known or
within the state-of-the-art of other nations, and it supplies the
nnitogt;tatet with an advantage directly related to national
security. ‘

44. ;¥5§§1§11!? Eg;%;;!:g. Reference to a document is not a
basis for classification unless the reference, standing alone,
reveals classified information. The overall classification of a

document, file folder, or group of physically-connected documents
shall correspond to that of the most highly classified component.
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The subject cr title of a classified document should normally be
unclassified. When the information revealed by a subject or
title warrants classification, an unclassified short title shall
be added for reference purposes.

45. CLASSIFYING MATERIAL OTHER THAN DOCUMENTS.

a. Items of equipment or other physical objects may be
classified only when classified information may be derived from
them by visual observation of their internal or external
appearance or structure, or of an operation, test, application or
use of such objects. The overall classification assigned to end
items of equipment or objects shall be at least as high as the
highest classification of any of its integrated parts.

b. If mere knowledge of the existence of the item of
equipment or object would compromisn or nullify its national
security advantage, its existence would warrant classification.

46. STATE-OF-THE-ART AND INTELLIGENCE. Classification requires
consideration of the information avallable from intelligence
sources concerning the extent to which the same or similar
information is known or is available to others. It is also
important to consider whether it is known, publicly or
internationally, that the United States has the information or
even ig interested in the subject matter. The state-of-the-art
in other nations may otten be a vital constderatton.

47. %ggg;z OF OPEN g%%;zg%z;g% Appearance in the public domain
of information currently classified or being considered for
classification does not preclude initial or continued.
clasgification; however, such disclosures require immediate
reevaluation of the information to determine whether the
publication has so compromised the information that downgrading
or declassification is warranted. Similar consideration must be
given to related items of information in all programs, projects
or items incorporating or pertaining to the compromised items of
information. In these cases, if the release is shown to have .
been made or authorized by an official of the Executive Branch
authorized to dcclassity and release such information,
classification of clearly identified items shall no longer be
continued. However, holders should continue classification until
advigsed to the contrary by a competent Government authority.

é:;sc nforma g%bg%QE§£E¥§Q§£gEt¥%§eg§¥i$Ea ereto, that is

or may havo been compromised, shall be evaluated to determine
whether it should remain classified. Upon learning that a
compromise or probable compromise of specific classified
information has occurred, the FAA employee involved shall contact
the servicing security element for guidance.
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49. COMPILATION OF INFORMATION. A compilation of unclassified
items of information sha normally not be classified. In
unusual Circumstances, classification may be required {f the
combination of unclassified items of information provides an
added factor which varrants classification under paragraph 40.
Classification on this basis shall be used sparingly and shall be

fully supported by a written explanation which will be provided
'1§h the material so clagsified. (See also paragraphs ¢1 and
42).

50. EXTRACTS OF L!;%?!ﬁ%;g!. Information extracted from a
classified source w erivatively classified, or not
classified, as the case may be, in accordance with the
classificatioa markings shown in the source. The overall marking
and internal marking of the source should supply adequate
classification guidance to the person making the extraction. 1£
internal sarkings or classification guidance are not found in the
source and no reference is made to an applicable Cclassification
guide that is available for use by the person making the
extraction, the extracted information will be Classified
according to either the overall marking of the source, or
Quidance obtained from the Classifier of the source material.

1. CLASSIFICATION REVIEW OF PRODUCED MATERIAL.

. All classified material produced by FAA, whether original
Classification or derivative classification is involved, is
subject to a clasgsification review by the servicing security
element. The security element should establigh & means wvhereby
this review can be accompl ished routinely. The material shall be
reviewed to determine vhether or not it contains classified
information and {f classified information should not be contained
in the material. The review shall ensure that:

(1) the appropciate classification designation is
assigned;

(2) the donngradtng/dcclasslticution markings are
sppropriate;

(3) the proper markings are affized to the overall
document, to titles and subjects, and to individual pages and

paragraphs;

(¢) the classifier, on original classification actions,
is authorized to make the determination.

b. All classified documents prcoduced within PAA shall be

reviewed by seCurity personnel concerned prior to transmittal
from the headquarters, regional or inter office facility or when
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such material produced by a subordinate element is received into
the facility.

c. Exception to the pretransmittal security review is
authorized for field activities which produce only a minimal
number of classified documents and which do not have resident
security personnel at the location; provided that the annual
security inspection of the activity shall include appropriate
review of all classified documents produced since the last
inspection.

52-53. RESERVED.

SECTIOK 3. DURATION OF ORIGINAL CLASSIFICATION

54. GENERAL. At the time a determination is made by an official
with authority to originally classify information as Secret or
Confidential, a simultaneous decision must be made by that
official as to the duration of time such classification must
remain in force. In arriving at the classification duration, the
classifier must exercise careful judgment as to how far in the
future the basis for original classification will remain valid.
Only in cases where a specific determination has been made that
earlier declassification should not be accomplished, may original
classification authorities specify declassification dates or
events six years from the date of classification. In DOT only
the Secrectary of Transportation may make & decision to continue
classification beyond six years.

SS. DURATIONK OF CLASSIFICATION. .

a. Information shall be classified only so long as its
unauthorized disclosure would result in at least identifiable
damage to the national security. Any willful extension beyond
that period is a violation of Executive Order 1206S.

b. Dates or events on which automatic declassification should
occur shall be as early as possible consistent with the national
security and, except as provided in paragraph c., below, shall be
no more than six years from the date of the original
classification. Any event specified for the determination of
d:classtttcation shall be an event certain to occur in less than
six years.

c. Clasgsification may be prolonged for more than six years

only when the Secretary of Transportation determines that the two

conditions specified in paragraph 40 for original classification
will continue throughout the entire period the classification
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wil' be in effect, ond only for one or more of the following
reasons:

(1) The infcrmation is “foreign government information®
as defined in this order;

(2) the continuing protection of the information is
specifically required by statute;

(3) the continuing protection of the information is
essential to the naticnal security because it reveals
intelligence sources or methods which, if lost, cannot be
regained or replaced promptly;

(4) the continuing protection of the information is
essential to the national security because it pertains to
communications security;

(5) the information rev.als vulnerability or capability
data the unauthorized disclosure of which can reasonably be
expected to result in nullifying the effectiveness of a system,
installation or project important to the national security;

(6) the information concerns plans important to national
security the unauthorized disclosure of which can reasonably be
expected to result in nullifying the effectiveness of the plan
itself or impeding its orderly implementation;

(7) the information concerns specific foreign relations

-matters the continued protection of which is essential to the

national security or;

(8) Disclosure of the information would place a person in
immediate jeopardy.

$6. ;g&%g;ge%g. . If holders of classified
information vothEEeE§£EE§A§£ggbn to believe that the
information is classified improperly or unnecessarily or that an
overly resirictive period for continued classification has been
assigned, they are encouraged to discuss this problem with a
representative of their servicing security element. The
servicing security element shall seek resolution-of the problem
through coordination with the accountable classifier, whether or
not the classifier is an FAA official or a member of another
ao:n:xih.:hcn requested, anonymity of the challenger shall be
sain .

a. Challenges received concerning infocmation classified in
FAA shall be acted upon within thirty days of receipt by the
accountable classifier. The challenger shall be notified of any
changes made as a result of the challenge or the reasons why no
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change is made. Such notice shall, in appropriate cases, advise
the challenger that, within thirty days, the decision may be
appealed to ASE-1.

b. Within thirty days after receipt of an appeal, ASE-1 may
reverse, amend, or uphold the initial decision of the classifier,
informing both the challenger and classifier of the determination
made as well as the option of further appeal to the Departmental
Security Review Committee, through M-50.

c. Pending final determination of a challenge to
classification and appeal, the information or document in
question shall be safeguarded as required for the level of
classification initially uassigned.

d. The fact that an FAA employee has issued a challenge to
classification shall not, in any way, result in or serve as a
basis for an adverse personnel action.

e. The provisions of this paragraph do not apply to or affect
declassification review actions undertaken under _he mandatory
review requirements of section 1; chapter 3 of this order.

57. RESERVED.

S ION 4. INDU AL OPERAT .

s8. IFICATION IN {%LSEH TIONS. Classification of
information in private ustrial operations shall be based only
on guidance furnished by the Government. Industrial management
may not make original classification determinations and must
implement the classification decisions of the U.S. Government
contracting authority. DD Form 254, "Contract Security .
Classification Specification,” shall be used to convey
contractual security classification guidance to industrial
sanagement. .DD Forms 254 shall be changed by the originator to
reflect changes in classification guidance and reviewed for cur-
rency and accuracy not less than once every year. Changes shall
be in strict confocmance with the provisions of Order 1600.56,
Guidelines for FAA Participation in the Department of
Defense(DOD) Industrial Security Program(ISP) and DOD 5220.22R,
Industrial Security Regulation. Copies of these two directives
shall be provided to all holders of the DD Form 254 as soon as
possible. When no changes are made as & result of the annual
review, the originator shall so notify all holders of the DD Form
254 in writing.
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$9. INDEPENDENT RESEARCH AND DEVELOPMENT.

a. Information in a document or material that is a product of
Government-gponsored independent research and development
conducted without access to classified information may not be
classified unless the Government first acquires a proprietary
interest i{n the product.

b. If no prior access was given but the person or company
conducting the independent research or development believes that
protection may be warranted in the interest of national security,
the person or company should safeguard the information as if (it
were properly classified, and submit it to ASE-1l for evaluation.
Upon receiving such a request for evaluation ASE-1 will make or
obtain a determination whether a classification would be assigned
if it were Govermment information. If the determination is
negative, the originator shall be advised that the information is
unclassified. If the determination is affirmative, the FAA shall.
make or obtain a determination whether a proprietary interest in
the research and development will be acquired. 1f such an
interest is acquired, the information shall be assigned:proper
classification. If po such interest is acquired, the originator
shall be informed that there is no basis for classification and
the tentative classification shall be cance¢lled. :

60. OTHER IVATE INFORMATION. The procedure specified in
paraq?iEF-ss shall apply in cases such as an unsolicited contract
bid, in which private {nformation is submitted to an FAA element
for a determination of classification.

61. RESERVED.
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CHAPTER 5. ACCESS, DISSEMINATION, AND CONTROL OF

CLASSIFIED INFORMATION

SECTION 1. ACCESS

130. PRINCIPAL. Except as otherwise provided for this order no
person may have access to classified information unless that
person has been determined to be trustworthy and unless access is
necessary for the performance of official duties.

a. A personnel security c'sarance is an indication that the
trustworthiness decisions hes ivwii z.~4<. There shall be a
demonstrable need for access .o clsss.i.ed information before a
request for a personnel secu (%y ciearance can be initiated.

b. The number of people cClec »d and granted access to
classified information shall be saintained at the minimum number
that is consistent with operational requirements and needs. MNo
one has a right to have access to classified information solely
by virtue of rank or position.

€. The final responsibility “or determining whether an
individual's official duties require possession of or access to
any element or item of classified information, and whether the
individual has been granted the appropciate security clearance by
proper authority, rests upon the individual who has authorized
possession, knowledge, or control of the information and not upon
the prospective recipient.

d. These principles are equally applicable if the prospective
recipient is an organizational entity, including other Federal
Agencies, Defense contractors, foreign governments, and others.

131. DETERH;RA%I%! Q% %gggzg%gzg;!%§§. No person shall have
access to classified information unless a determination has been
made of that person‘'s trustworthiness. This determination, .
referred to as a security clearance, shall be based on an
investigation in accordance with Order 1600.1B, Personnel
Security Program. Such clearance data is entered into, and is
retrievable from the Personnel Management Information System
(PMIS) by the servicing security element.

132. §9§§1!299§ ATI1 g;;gz%;g;%x. Supervisors shall
continually evaluate information coming into their possession

regarding persons granted security clearance to ensure the
criteria cited in Order 1600.1B continue to be satisfied.
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133. DETERMINATION OF NEED-TO-KNOW. 1In addition to a security
clearance, an individual must have a need for access to the
classified information or material sought in connection with the
performance of official duties or contractual obligations.

134. REVOCATION OR RESCISSION QF SECURITY CLEARANCE.

a. Clearance revocation proceedings shall be referred thru
ASE-1 to M-50 for a determination by the Secretary of
Transportation in matters involving revocation.

b. A security clearance shall be administratively rescinded
when an individual no longer requires access to classified
information in the performance of official duties. Likewise,
when an individual no longer needs access to a particular
security classification category, the security clearance will be
adjusted to the classification category still required for the
performance of the individuals duties. In both instnncos, such
action shall be taken without prejudice to the person's
eligibility for security clearance should the need arise again.
Order 1600.1B, sets forth policies, standards, procedures and
designated authorities for the issuing and withdrawal of cccurity
clearances for FAA personnel.

135. ACCESS AND DISSEMINATION REQUIREMENTS IN GENERAL.

a. Access to certain types of information may roquttc
additional authorization and controls.

b. Supervisors are . responsible for controlling the .
dissemination of classified information received or generated in

their offices to persons under their jurisdiction.

c. Classified material originated by another department or
agency and furnished to FAA shall not be distributed ocutside FAA
without the prior consent of the originating departaent or

agency. This restriction does not apply to additiomal
distribution within the DOT or to distribution to contractors who
require the information in p.rtor-anco of !AA coneracts

4. Classified material chall not be released to an clploy.o
or other person for his private use (personal, commercial, or as
background material) even though the individual may have been
partly or solely responsible for producing the latcrtal.

e. Before apptovinq a release of classified infocrmation to a
person who serves in more than one capacity, e.g., a contractor
employee who also acts as a private consultant, the releasing
official shall determine in which capacity the intended recipient
is acting and will follow the release and clearance procodutcs
established for the appropriate category. ‘
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f. Officials who disclose classified information verbally
shall advise the recipients of the classification of the
information divulged.

g. Additional provisions for dissemination in connection with
visiting are set forth in chapter §9.

136. SPECIAL ACCESS PROGRAMS.

a. A Special Access Program is any program imposing “need-to-
know®™ or access controls beyond those normally provided for
access to Confidential, Secret, or Top Secret information. Such
a program includes, but is not limited to, special clearance,
adjudication, or investigative requirements, special designation
of officials authorized to determine® "need to know®, or special
lists of persons determined to have a "need to know®". The FAA is
not authorized to establish a Special Access Program.

b. Participation by FAA employees in Special Access Programs
established by other government agencies, shall be reported, in
writing, through ASE-200 to M-50.

137-138. RESERVED.
SECTION 2. DISSEMINATION

139. DISSEMINATION WITHIN THE EXECUTIVE BRANCH. Clasgsified
information originated by DOT activities may disseminated to
other departments and agencies of the Executive Branch as
necessary for the conduct of official business.

140. DISSEMINATION QUTSIDE THE EXECUTIVE BRANCH.

a. Qgﬁegll. Classified information shall not be disseminated
outside the Executive Branch without the specific authocization
of ASE-1. Classified material which is to be released to U.S.
entities outside the Executive Branch shall be marked to show
that it shall not be further disseminated, in addition to other
appropriate markings. Offices which release classified documents
are responsible to assure that adequate physical safeguards will
be provided by the receiving organisation.

b. To the Congress.

(1) Provided other agency policies and procedures
regarding legislative affairs are met, classified information may
be disseminated to the Congress when necessary in the interests
of the national security and as authorized by the Administrator.
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As used herein, the Congress includes members, committees,
subcommittees, and staffs of members and committees.

(2) Personnel who are to appear as a witness before a
Congressional Committee or who will meet with staff
representatives shall obtain prior approval from an authority
designated above for the disclosure of classified information
which he anticipates will be requested.

(3) A witness who is requested to disclose classified
information which he has not been authorized to release shall
respectfully state that he does not have authority to testify on
the matter but that he will endeavor to obtain authority or have
the information furnighed.

(4) Witnesses shall request that classified testimony be
given in executive session only, that any record of such
testimony be identified as classified and not appear in any
document subject to public inspection or availability, and shall
obtain the assurance of a committee representative that everyone
present has a security clearance commensurate to the
clasgification of the information to be released.

(5) Personal communications to Congress shall not include
classified information. Classified information shall not be
furnished for further release to a constituent.

(6) Classified information to be disclosed shall be
rcviev;? sp:cifically to assure that the assigned classification
is sti valid.

€. To Representativ f the General] Accountin ggggg.
Properly clear nt%fi representatives o tgggéis'-ay

granted access to DOT classified information at FAA activities
when such information is relevant to the performance of their
:t;:utzry respongibilities and duties in accordance with the
ollowing: .

(1) The GAO will give advance notice to the heads of FAA
activities to be vigsited. Each announcesent of a planned visit
wvill include the purpose of the visit, names of the
representatives, and if access to classified information is
anticipated a certification as to the level of clearance of each
representative.

(2) The following GAO officials are authorized to certify
security clearances: The Comptroller General, his Deputy, and
Assistants; The General Counsel and Deputy General Counsel; The
Director and Deputy Director, Office of Personnel Management; The
Director and Deputy Director, Office of Policy; the Directors,
Deputy Dicectors, Associate Directors, and Assistant Directors of
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the following Divisions: General Government Resources and
Economic Development, Resources and Economic Development,
Manpower and Welfare, International, Transportation and Claims,
Procurement ard Systems Acquisition, Federal Personnel and
Compensation, Logistics and Communications, Financial and General
Management Studies; and Regional Managers.

(3) GAO personnel can be identified by special credential
cards issued by the Comptroller General. Each card is serially
numbered and bears the photograph and signature of the authorized
holder.

(4) Requests for the following types of information will
be forwarded by ASE-200 through M-50 to the Assistant for GAO
Liaison, M-202, who shall consult with M-50 for determination of
whether or not the information is relevant to the performance of
the GAO's statutory responsibilities and for authorization for

release or access:
(a) Top Secret information;

(b) Other sensitive classified information falling in
the general areas of tactical operations, intelligence, and
communications security:

(c) Classified information originated by another
department or agency of the Executive Branch.

(5) Wwhen classified documents are furnished to GAO
representatives, they shall be informed of the classified nature
of the information and of the need for safeguarding it pcoperly.
In this connection, the Comptroller General has agreed to
establish a ncurig system at least equal to that prescribed by
the Executive Branch.

4. . gﬁgg{, (qz. Classified
-.:.:z.f?f555552?%55552&&55‘%5&”31- arly unique material, may be
teleased to GPO plants, Washington and field, for reproduction
when necessary as determined by FAA officials v ible for
mtmnung ‘and repcroduction needs. The Public Printer has
estab) policies and standards commensurate with those of the
Ezecutive Branch for:the clearance of GPO personnel and for the
safeguarding of classified information. ‘

e. , ,zy_ggg*m.' Every effort shall be taken to prevent
the disc oggo of classified information in proceedi before
civil courts. 1If classified information becomes, oc it appears
that it might become involved, the matter will be referred

1-.&1&.3 by m—zoo—umgh N-50 to the General Counsel, OST.
The General Counsel in consultation with the Director of

Investigations and Security, OST, will furnish advice and
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guidance as appreopr.ate to the circumstances of the given
situation.

f. To Foreign Governments, Foreign Nationals, and
International Organizations.

(1) The release of classified information to foreign
nationals (orally, visually, or documentary form) requires
special attention and controls. This paragraph deals only with
the protection and controlled release of classified information.
Other Departmental directives in the area of international
relations should be consulted also. The term foreign national
includes a U.S. citizen acting as a representative of a foreign
government or firm.

(2) In rare instances, an FAA activity may wish to hire a
foreign national as an employee. In this regard, the provisions
of applicable directives and the Federal Personnel Manual will be
followed. 1In addition, if access to classified information is
involved, the activity or office shall submit a request through
the servicing security element to ASE-200 for authorization
together with necessary personnel security forms. The following
requirements shall be fulfilled:

(a) The request shall identify precisely the
classified information intended for release. ASE-200 will
determine releasability of the information.in the manner
described below as though the information were to be released to
the government of the country of which the individual is a
national. Activi’ies shall only permit access to that classified
{nformation for which authorization has been obtained.

Procedural controls shall be established to effectively screen
all information furnished to the foreign national employee.

(b) A Full Field Investigatiop shall be completed and
evaluated before access is granted. Interim authorizations are
not permitted. Since investigation overseas will be involved,
delays in completing the investigation should be anticipated. If
it is not possible to obtain full investigation coverage,
authorization shall be denied. Upon completion and evaluation, a
clearance will not be issued. Rather, a limited access
authorization will be granted for access only to specifically
identified information. _

(3) 1In the case of a foreign national consultant or
contractor requiring access to classified information, the
provisions of Order 1600.56 apply.

(¢) Except for the above, classified information as a
matter of principle and policy is not made available to a foreign
national as an individual but is disclosed to his government.
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The foreign national receives the information in his capacity as

an official or representative of his government. By this means,

the parent government accepts responsibility for the clearance of
the individual and for the protection of the informaticn.

(a) Policies governing the disclosure of classified
military information to foreign governments are formulated by the
National Military Information Disclosure Policy Committee (NDPC).
Releases of certain other classified information, including
Restricted Data, intelligence, and communications security
information, are made pursuant to policies established by the
agenCy or interagency entity having cognizance of the information
proposed for release. Often the determination of cognizance is
difficult and involved and, in many cases, more than one
department or agency may need to be consulted for approval.

(b) As a prerequisite for release, the FAA when
proposing such release, must make a clear determination that the
benefits to the U.S. outweigh the disadvantages of disclosure.
The cognizant department or agency must concur in this
determination.

(c) The foreign government proposed as a recipient of
U.S. classified information must officially assure this :
government that the information will be used only for official
purposes, will be afforded protection at least equal to our
requirements, will not be released to any other person or nation
without our ex?tesc permission, and corporate oc proprietary
rights (if any) in the information will be respected.

(S) No release of classified information to a foreign
national or foreign government may be made by an FAA activity
without the express consent of ASE-1.

(6) Application for visits of foreign nationals to FAA
activities, wherein access to classified information say be
involved, shall be made to ASE-200 at least thirty in
advance of the proposed visit. In the case of a civi ian or
military repcesentative of a foreign government application may
be made by a civilian or military attache' of the mission of the
country concerned. For all other foreign nationals (including
U.S. citizens representing foreign interests), application shall
be made by the Chief of Mission (ambagsador, minister, etc.) of
the country concerned. Applications shall contain the following
information concerning the proposed vigitor:

(a) name in full, grade, title, and position;

(b) nationality, date and place of birth (in case of
a civilian, furnish passport number);
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(c) employer or sponsor (if other than government
raking application;;

{d) name and address of installation(s) to be
visited;

(e) date, time, and duration of proposed visgit;

(f) purpose of visit in detail, including estimated
degree of access required;

(g) security clearance status of visitor with his own
government; 3

(h) where known and appropriate, names of 1nd1vidua1f
to be visited; and

(1) a certification that the visitor has been
subjected to a military and political screening and does not
constitute a security risk to the United States, that the visit: g?
and visitor are officially sponsored by his government which hasgiimn
officially cleared him to receive information on the stated Ryt
purpose, that responsibility for the security of the 1ntonlt.
obtained is officially accepted by his government, that all. 4.;4
information obtained will be used for official purposes only.
wvill not be released to any other person or nation without thc_‘
express consent of the U.S. Government, and that corponto O Sk
proprietary rights involved, patented, or not.. will be
and protected.

(7) Requests for docu-enuty release ot clmlthd
information shall be processed generally in accordance with-
procedures prescribed above. Documents containing classified
information approved for release shall be delivered to ASE-2
for onward transaission by means Wuu to. tho '
circuutlncn

(8) It is emphasized that these prouctou -pply to lgg
situations wherein a foreign national may gain access to
classified information in the custody of FAA. Pm ‘apply to
visits of FAA personnel to foreign countries,. ts 4
exchange missions, conferences, meetings, symposia, etc.: To ;
avoid embarrasssent, -personnel should be careful to avoid ﬂn oo
invitations or commitments toforeign nationals which may imln ,
access to classified information until the express consent for .
access is obtained. Other department oc agency approval oc o
sponsorship of a: toroign national visit, sometimes referred to as . .
: c%ho::anco, doo: not uwuc . 8cCess §o clugtﬂod 1n£on::toa

n custody of FAA. proposed release of, or access ’
classified information involving a foreign national, which is not
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covered 1n these provisicns shall be submitted to ASE-200 for
handling on a case-by-<as€ basis.

g. To Historical Researchers.

il) Persons outside the Executive Branch who are engaged
in historical research projects may have access to classified
information provided that: (a) access to the information will be
clearly consistent with the interes_s of national security, and
(b) the person to be granted access is trustworthy.

(2) The provisions of this paragraph apply only to
persons who are conducting historical research as private
individuals or under private sponsorship and do not apply to
research conducted under government contract or sponsorship.
Further, the provisions are applicable only to situations where
the classified information concerned, or any part of it, was
originated in DOT or by DOT contractors or where the information,
if originated elsewhere, is in the sole custody of DOT. If any
person requests access to material originated in another agency
or to information under the exclusive jurisdiction of the
National Archives and Records Service, General Services
Administration, he should be referred to the other agency or to
the National Archives and Records Service.

(3) Wwhen a request for access to clacsified information
for historical research is received, it will be referred to the
servicing ‘security element. The security element shall obtain
from the applicant completed Standard Form 86 in triplicate,
Investigation Data for Sensitive Position, and Standard Form 87,
Fingerprint Chart; a statement in detail to justify access,
including identification of the kind of information desired and
the organization or organizations, if any, sporsoring the re-
search; and a written statement (signed, dated, and witnessed)
with respect to the following:

{(a) That he will abide by regulations issued by FAA:
(1) to safeguard classified information; and

(2) to protect information which has been
determined to be proprietary or privileged and is not eligible
thereby for public dissemination. =

(b) That he understands that any classified
information which he receives affects the security of the U.S.

(c) That he acknowledges an obligation to safeguard
classified information or privileged information of which he
gains possession or knowledge as a result of his access to files
of the Department.
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td: That he agrees not to reveal to any person or
agency any classified information or privileged information
obtained as a result of his access except as specifically
authorized i1n writing by the FAA and further agrees that he shall
not use the information for purposes other than that set forth in
his application.

(e) That he agrees to authorize a review of his notes
and manuscript for the sole purpose of determining that no
classified information or material .s contained therein.

(f) That he understands that failure to abide by
conditions of this statement will constitute sufficient cause for
canceling his access to classified information and for denying
him any future access, and may subject him to criminal provisions
of Federal law as referred to in this statement.

(g) That he is awvare and fully understands that the
provisions of Title 18, U.S. Code, Crimes and Criminal
Procedures, and of the Internal Security Act of 1950, as amended,
Title S0, U.S. Code, prescribe, under certain circumstances,
criminal penalties for the unauthorized disclosure of information
respecting the national security and for loss, destruction or
compromise of such information.

(h) That this statement is made to the U.S.
Government to enable it to exercise its responsibilities for the
protection of information affecting the national security. That
he understands that any material false statement which he makes
knowlingly and willfully will subject him to the penalties of
Title 18, U.S. Code, Section 1001.

(4) The security element shall process the forms in the
same manner as specified for a preappointment NAC for a critical-
sensitive position. Upon receipt of the completed NAC, the
security office, if warranted, may determine that access by the
applicant to the information will be clearly consistent with the
interests of national security and the person to be granted
access is trustworthy. If deemed necessary, before making its
determination, the office may conduct or request further
investigation. Before access is denied in any case, the matter
will be referred through ASE-1 to N-50 for review and submission
to the Secretary for final determination.

(S) 1f access to Top Secret, intelligence, or
communications security information is involved a full field
investigation is required. BHowever, this investigation shall not
be requested until the matter has been referred through ASE-1 to
the N-50 for determination as to adequacy of the justification
and the consent of other agencies as required.

Page 61




16) When it is indicated that an applicant's research may
extend to material originating in the records of another agency,
approval must be obtained from the other agency prior to the
grant of access.

(7) Approvals for access shall be valid for the duration
of the current research project but no longer than two years from
the date of issuance, unless renewed. If a subsequent reguest
for similar access is made by the individual within one year from
the date of completion of the current project, access may again
be granted without obtaining a new NAC. If more than one year
has elapsed, a new NAC must be obtained. The security element
shall promptly advise ASE-200 of all approvals of access granted
under these provisions.

(8) An applicant should be given acc_ss only to that
classified information which is directly pertinent to his
approved project. He may reviev files or records containing
classified information only in offices under the control of DOT.
Procedures should be established to identify classified material
to which he is given access. BHe should be briefed on local
procedures established to prevent unauthorized access to the
classified material while in the custody, for the return of the
material for secure stocrage at the end of -the 4daily working
period, and for the control of his notes until they have been
reviewed. In addition to the security review of the applicant's
manuscript, the manuscript will be reviewed by appropciate
offices to assure that it is technically accurate. insofar as
material obtained from the ‘is-concerned and is consistent
with the FAA's public release policies. )

h. To Former Pr agggéqsﬁfg. Persons who previously
occupied policy ng pos ch they were appointed by
the President may be granted access to classified information or

material which they originated, reviewed, signed, or rocoived
while in public office, provided that:

(1) It is determined that such -access is clou:ly
consistent with the interests of national security; and

(2) the person agrees to. safoguard the information, to
authorize a review of his notes to assure that classified
information is not contained therein, and that the classified
information vill not be further disseminated or published.

i. To a . Classified information may be disclosed
to DOT contractors, subcontractors, bidders, and grantees, and to
contractors of other Government agencies, provided access to the
information is necessary to the performance of the contract and
required security clearances have been issued.
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J. To National Defense Executive Reservists éNDERs). For the

purpose of dissemination, members of the DOT ND program are
considered to be in the same category as employees. Classified
information may be disclosed to DOT NDER's for which they have a
need provided clearances have been issued pursuant to the
provisions of Order 1600.1B. However, classified material shall
not be physically released to the custody of NDERs except upon
request to the Director of Emergency Transportation, OST, and in
accordance with procedures established by the latter, after
consultation with M-50.

k. To Others. Proposed releases of classified information to
persons not categorized above shall be referred to ASE-200 for
approval and determination of limitations on release, if any, and
Reasures necessary to assure the trustworthiness of the proposed
recipient. ASE-200 shall be consulted before any commitment to
or understanding with the individual or entity has been made.

141. DISSEMINATION MEETINGS. Activities which host or
convene a class ed erence, symposium, seminar, exhibit, or
scientific and technical gathering (hereinafter referred to as a
meeting) shall assure that security measures, appropriate to the
Circumstances, are taken. Requirements include, but are not -
limited to, the following:

a. All persons attending the meeting shall be properly
authorized and have a need for the information. In this regard,
all attendees may not have a need for all of the information to
be presented, particularly at a meeting covering a wide range of
topics. In such instances, the agenda should be drawn and the
meeting conducted in a manner to provide for selective
attendance.

b. Attendees shall be positively identified before being
admitted to the meeting room.

C. Persons who present classified information shall be
advised of any limitations on their presentations which may be
hecessary because of the level of clearance or need-to-know of
Certain members of the audience. The speaker is responsible also
for seeking such guidance and for keeping his disclosures within
the prescribed limits.

d. Notes, minutes, summaries, recordings, proceedings,
reports, etc., on the classified portions of the meeting shall be
safeguarded and controlled throughout the duration of the
meeting. Such material, as appropriate, shall be forwarded to
attendees by secure means at the conclusion of the meeting rather
than being handcarried by them from the meeting site (except for
local attendees).
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€ . Physical and technical security controls shall be
established as appropriate to the classification and sensitivity
of the information to be discussed. Because of the security
hazards inherent in the use of any normally public meeting place
for the presentation or discussion of classified information,
classified meetings or classified sessions of a meeting shall,
whenever possible, be held only on a U.S. Government installation
or a cleared contractor facility. Exception to this provision
may be approved by the servicing security element.

142. RESERVED.

SECTION 3. CONTROL OF CLASSIFIED INFORMATION

143. GENERAL. Through effective accounting procedures it ig
possible to trace the movement of classified material, identify
persons afforded access, limit dissemination, retrieve documents
promptly, detect the loss of material and prevent excessive
production and reproduction of documents.

144. SECURITY EQL!%. A Security Control Point, to be
y clear

operated by appropriate ed personnel, shall be establighed
within each activity which has a requirement to handle classified

material. All incoming and outgoing classified material shall be
processed through the Security Control Point. The primary duties
- of the Security Control Point are:

a&. Maintaining accountability records.

b. Assigning control numbers to each new item of classified
material entered into the control system.

C. Locating classified material to be returned to the
originating activity when required.

d. Verifying the clearance status of initial recipients of
incoming classified material.

e. Routing downgrading and/or declassification notices to the
holders of the classified material involved.

f. Receiving, unopened, all incoming registered and certified
mail and inspecting that mail which contains classified material
for evidence of tampering or damage.

g. Matching the actual contents of an incoming package of
classified material with the enclosed receipt.

Page 6¢




CHAPTER 3. REGRADING CLASSIFIED INFORMATION

SECTION 1. GENERAL PROVISIONS

62. PRINCIPAL. Declassification of information shall be given
emphasis comparable to that accorded classification. Information
classified pursuant to Executive Order 12065 and prior orders
shall be declassified as early as nationa; Security
considerations permit. Decisions concerning declassification
shall be based on the loss of sensitivity of the information with
the passage of time or on the occurrence of an event which
permits declassification. When information is reviewed for
declagsification, it shall be declassified unless the
declassification authority designated pursuant to pacragraph 9
determines that the information continues to meet the
classificaticn requirements prescribed in paragraph 40 despite
the passage >f time.

63. SYSTEMATIC REVIEW FOR D IFICATION. The Secretary of
Transportation may prolong nd twenty years classification of
information over which DOT exercises classification jurisdiction.
This authority may not be delegated. :

a. Classified information constituting permanently valuable
records of the Government, as defined by U.S.C. 2103, and
information in the possession and control of the Archivist of the
United States, will be systematically reviewed for
declassification by the Archivist as it becomes 20 years old.

The OST Director of Investigations and Security is designated as
the liaison officer for the Department with the Archivist for

this purpose.

b. The OST Director of Investigations and Security will
assure that guidelines for the systematic review of 20 year old
clagsified information under DOT jurisdiction are issued and
maintained. Guidelines will be prepared in consultation with the
Archivist of the United States and will be reviewed by the
Information Security Oversight Office.

64. gg!gg;ggx . . EKxecutive Order
12065 requires Eﬁ%%‘%éﬁ%%aur.. es to handle requests
by a member of the public, & government employee, or by an
agency, to declassify and release information. 1In ocrder to be
acted upon, a request needs to describe the information with
sufficient particularity to permit the record to be identified
and located. Requests for declassification under this mandatory
review provision shall be acted upon within 60 days. After
review, the record or any reasonably segregable portion thereof
that no longer is in the interest of national security shall be
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declassified and released unless withholding is otherwise
warranted under applicable law.

a. Requests for classified records made under the Freedom of
Information Act, as amended, are processed differently than
requests made under the mandatory review provision.

b. An agency in possession of a classified document may not,
in response to a request for the document made under the Freedom
of Information Act or the mandatory review pcovision of E.O.
12065, refuse to confirm the existence or nonexistence of the
document, except where such confirmation would itself be
classified.

65. gggg;rrllc AND QA%QLING FOR KAXDATOR% . The
Director of Investigations an rity, M-50, ce of the

Secretary of Transportation, 400 7th Street, S.W., Washington,
D.C. 20590, has been designated as the office to wvhom a member
of the public or another department or agency may submit a |
request for mandatory review of classified material produced by .
or under the primary cognizance of the Department of
Transportation. Elements of the FAA which »- v receive a request
directly shall immediately notify M-50 thro.yn the servicing
security element and ASE-200.

66. CLASSIFICATION REVIEWS UNDER TEE FREEI” - OF INFORMATION ACT.

a. Public Law (P.L.) 93-502 amended the .com of
Information Act (Section 552, Title S, United States Code
(0.8.C.). Of particular significance to the program for the
classification and control of national security information are
those amendments (1) which relate to requests for classified
records, and (2) those which prescribe time limits for reply to
requesters.

b. The Act authorizes the withholding of records froam public
availability which are ®(A) specifically authorized under
criteria established by an Executive Order to be kept secret in
the interest of national defense or foreign policy and (B) are in
fact properly classified pursuant to such Executive Order.*
Persons who have requested records from an agency under the
provisions of the Act and whose requests have been denied may
petition the courts to enjoin.the agency from withholding the
record and, in this event, the burden is on the agency to sustain
its action. It is essential, therefore, that classified records
which have been requested under the act be subjected to a
thorough classification review to determine whether continued
classification is justified under the provisions of E.O. 1206S.

Cc. With respect to time limits, P.L. 93-502 basically
requires an initial determination to be made within 10 working
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days after receipt of a request. In case of an appeal from an
initial denial, a determination on the appeal is to be made
within 20 working days after receipt of the appeal. Except for
unusual circumstances, failure to respond within the stated time
limits means that a requester has exhausted his administrative
remedies and may bring suit immediately. It is essential,
therefore, that initial and final determinations be made and the
requester so advised within the applicable time frames.

67. INITIAL CLASSIFICATION REVIEWS.

a. The office having responsibility to act upon a Freedom of
Information (FOI) request shall, in the event the requested
record is classified, consult immediately with the appropriate
security element which shall effect a classification review.

b. If it is determined that the information in the record
does not warrant continued classification, the record shall be
declassified, the action office shall be s0 advised, and a
determination of releasability shall be made without further
reference to security considerations. The fact that a record had
been classified at ‘one time but is now declassified is not
pertinent to a determination of releasability and the provisions
of 49 C.F.R., Part 7, Subpart G, Section 7.63, "Records relatinj
to matters that are required by Executive Order to be kept
secret,” do not apply. A copy of the declassification decision
resulting from the classification reviewv shall be forwarded to
the Director of Investigations and Security, ¥-50 through ASE-1.

c. If the classification reviev indicates that the
information warrants continued classification, the security
element shall so advise the action office prior to the expiration
of the time limit who shall notify the requester that the request
has been denied, folloutng the provisions of 49 C.F.R., Part 7,
Subpart C, Section 7.21, “Initial Determination”.

(1) I1f it apponfs that the classification review cannot
be completed within the time limit due to unusual circumstances,
t?q security element shall so advise the action office who shall
.tb‘t .

(a) arrange for an extension of the time limit in
accordance vith internal directives implementing 49 C.F.R., Part
7, Subpart C, Section 7.25, "Extension of Time Limits®, or

(b) notify the requester that the request has been
denied.

(2) A copy of a notification of initial determination to
deny based on classification of a record shall be forwarded
ismediately to
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va) the Administrator

(b) M=-50 through ASE-200. Under the Freedom of
Information Act, M-50 will immediately inform the Chairman of the
Security Review Committee who shall assure that action which is
appropriate to the circumstances is taken. If the reason for the
request for review is not based on the Freedom of Information
Act, the matter shall be referred to ASE-1l.

68. REMARKING OF MATER]JAL. Material which no longer warrants
classification as determined by a classification review shall be
declassified and so marked. Material which continues to warrant
classification shall be marked to indicate that a review was
conducted and the date. Whenever possible a date for
declassification shall be established and the material and
accountability records shall be so annotated.

69-71. RESERVED.

SECTION 2. DECLASSIFICATION OF TRANSFERRED
DOCUMENTS OR MATERIAL

72. HMATERIAL OFFIQI%&%! zggg%g;g%gg. In the case of classified
information or material transferred pursuant to statute or
Executive Order from one department or agency to another in
conjunction with a transfer of functions (not merely for storage
purposes), as distinguished from transfers merely for purposes of
storage, the receiving department or agency shall be deemed to be
the original classifying authority over such material for
purposes of downgrading and declassification. »

73. MATER ?g!l;fg&;% TRAI%!EE;;Q. When any FAA element
has in pocggzi on classif nformation or material
originated in an agency outside the DOT that has ceased to exist
and such information or material has not been transferred to
another department or agency within the meaning of paragraph 72
or when it is impossible to identify the originating agency, the
FAA shall be deemed to be the originating agency for the purpose
of declassifying or downgrading such information or material.

a. If it appears probable that another department, agencCy, or
DOT component may have a substantial interest in the classifica-
tion of such information, the FAA element shall notify such other
department, agency, or DOT component of the nature of the
information or material and any intention to downgrade or
declassify it.

b. Unti]l sixty days after such notification, the FAA shall
not declassify or downgrade such information or material without
consulting the other department, agency or DOT component. During
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such period, the other department, agency, or DOT component may
express objections to downgrading or declassifying such
information or material.

74. TRANSFER FOR STORAGE OR RETIREMENT. Classified documents
shall be reviewed for aounqraainq or declassification before th
are forwarded to a Records Center for storage or to the National
Archives for permanent preservation. Any downgrading or
declassification determination shall be indicated on each
document by markings as required by chapter ¢&.

75. RESERVED.

SECTION 3. REGRADING

76. RAISING TO A HI LEVEL OF %x_u?&_g The upgrad
of classified information to a higher leve an previously -
determined, by officials with appropriate classification '
authority and jurisdiction over the subject matter, is permitt
only when all known holders of the lnformatlon: (1) can be -, %
notified promptly of such action, and (2) are authorized access™: :
to the higher level of classification or the information can:be
retrieved from those not authorized access to information at-

contemplated higher level of classification.:.

5;- &éifféélEﬁ%%%?;&Eié%ES!gﬁior-nggon.'0ﬂ¢tlggggsgicagosg;tk

such, may classified only when the classifying authority:
makes the determination required for upgrading in paragr .
(2) determines that control of the information has not dbeen '}
by such communication and can still be prevented from being logt
and (3) in the case of information released to s L
distribution centers, such as the Defense Documentation Center el
determines that no secondary distribution has been made and can : 3
still be prevented. All known holders of information that has-; .
been upgraded shall be notified promptly of the upgrading actiom.:<

-~
78. . When it will serve a useful purpose, original
clasgsification authorities may, at the time of original LR,
classification, specify that downgrading of the assigned
clasgsification will occur on a specified date or upon the
occurrence of a stated event.
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CHAPTER 4. MARKING OF CLASSIFIED
INFORMATION

SECTION 1. GENERAL

80. DESIGNATION OF CLASSIFIED IR;QE&AIION. Information
determin to require classification protection under the
provisions of this order shall be so designated. Designation by
physical marking serves to warn the holder about the
classification of the information involved; to indicate the
degree of protection against unauthorized disclosure that is
required for that particular level of classification; and to
facilitate downgrading and declassification actions.

g:QCt¥££§l¥§ :Fzgggggf%gg %gb nc ;d f:.:fé::egfzntzzésg: 4.
82. ORIGINAL CLASSIFICAT . The following shall be shown on
the fm-orf'm;%r.%uud documents: |
&. The identity of the original classification authority.
The date of Classittcation and office of origin.
€. The overall classtticatton of the document.

d. The date or event for automatic declassification or for
review for declassification.

e. Documents classified for more than six years shall also be
marked with the identity of the classifier vho authorized the
prolonged classification and the reason(s) the protection

requirement is expected to continue despite the ge of time.
NOTE: 1In DOT, the Secretary is the only otftciag authorized to

extend classification beyond six years.

83. ggg;ve;igg g;g%g;;;g;rzgg. The following shall be shown on
the face o ivatively classified documents:

4. The source of classification, i.e., source document or
classification guide.

-b. The FAA office of origin of the derivatively classified

€. The overall classification of the document.
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d. The declassification date or event, or the date
established for review for declassification. These dates shall
be carried forward from the classification source. If the
classification is based on multiple sources, the date or event
which will retain the classification the longest shall be used.

e. Any downgrading action to be taken and the date thereof.

84. SPECIAL NOTATIONS. In addition to the foregoing, any
approprfate special marking on the source material shall be
carried forward to the new document, e.g., Restricted Data or
Formerly Restricted Data; Intellegence Sources and Methods
Involved; dissemination and reproduction notices.

8s. I%g!gIFIQATION OF CLASSIFICATI AU ITY. ldentification
of a class cation authority sha shown on the face, or by
notices or other means in the case if non-written material, and
shall be such that, standing alone, it is sufficient to identify

a particular official, source document, or classification guide.

a. If all information in the document or other naterial is
classified by an act of ORIGINAL classification, the
classification authority shall be identified on the “Classified

by" line.

b. In cases of DERIVATIVE classification, the "Classified by*
line shall identify the official making the derivative decision,
while the "Based on Line" shall identify the source document or
classification guide, including its date.

c. If the classification of information contained in a
document or material is derived from more than one document,
classification guide, or combination thereof, the *"Based on" line
shall be marked "multiple sources” and identification of all such
sources shall be maintained with the file or record copy.

86. RESERVED.

1 2. FIED MARK 1
87. AND PAGE !%55;!9. The overall classification of a
document, whother or not permanently bound, or a copy or

reproduction thereof, shall be conspicuously marked or stamped
wvith the sppropriate classification designation at the top and
bottom of any title page or front and back covers, and on the
first and last pages. Each interior page of a document shall be
conspicuously marked or stamped at the top and bottom with the
highest classification of the information on the particular page.
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88. MAJOR COMPONENT MARKING. Major components of a classified
document which nay be used separately, such as appendices,
attachments, annexes, enclosures, chapters, etc., shall be marked
as individual documents.

89. PORTION MARKING. Whenever a classified document contains
either more than one level of security classification or
unclassified information, each portion, section, paragraph or
subparagraph shall be marked to show the level of classification
or that it is unclassified. It is the intent of this requirement
that all portions of a classified document be sufficiently marked
so as to eliminate any doubt which portions contain Classified

information.

a. The parenthetical symbols "(TS)" for Top Secret, "(S)" for
Secret, "(C)" for Confidential, and "(U)" for Unclassified shall
be placed immediately preceeding the text it governs.

b. When appropriate, the symbols "(RD)" for Restricted Data
and °(FRD)" for Formerly Restricted Data shall be added, e.g.,
“(S-RD)® or "(C-FRD)".

€. Portion marking for documents containing foreign
government information shall be marked to reflect the country or
international organization of origin as well as the appropriate
classification, e.g., "(NATO-S)® or “(U.K.=C)".

d. 1If, in an exceptional situat:ion, parenthetical portion
marking is determined to be impraccticable, the document shall
contain a statement sufficient to identify the information that
is classified and the level of classification. Thus, each
portion of a classified document need not be separately marked if
all portions are classified at the same level provided a
statement to that effect is included in the document .

€. Uhen elements of information in one port.ion require
different classifications, but segregation into ate portions
would destroy continuity or context, the highest classification
required for any item shall be applied to the portion or

paragraph.

f. Illustrations, photographs, figures, graphs, drawings,
charts and similar portions of classified documents will be
clearly marked to show their classified or unclassified status.
Such markings shall not be abbreviated and shall be prominent and
placed within or contiguous to the portion.

90. A!% Elzggg. Sub?octs or Titles shall be marked
with appropriate symbol, "(TS)", "(S)®, *(C)® or "(U)® placed
immediately following and to the right of the iftem. When
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applicable other appropriate symbols, e.g., "(RD)", and "(FRD) ",
shall]l be added.

91. UNCLASSIFIED MATERIAL. Wholly unclassified material shall
not be marked except when it is necessary to clearly indicate
that a decision has been made NOT to classify it. Normally, this
would apply to pages containing unclassified information in a
multipaged document.

92. RESERVED.
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SECTION 3. MARKING MATERIAL OTHER THAN DOCUMENTS

93. GENERAL PROVISIONS. Classification and declassification
instructions sha conspicuously stamped, printed, written,
painted, or affixed by means of a tag, sticker, decal or similar
device, on classified material other than paper copies of
documents, and on containers of such material, if possible. 1If
such is not practicable, written notification of the instructions
shall be furnished to recipients. The following procedures for
marking various materials are not all inclusive and may be varied
to meet operational requirements and the physical characteristics
of the material. 1In all cases, however, the concepts elucidated

in this paragraph shall apply.

94. TRANSMITTAL . A transmittal document shall be
mark to show the highest classification of the information
contained in the transmittal as well as the material enclosed.

a. If the transmittal itself does not contain classified
information, it shall be marked or stamped with the appropriate
classification at the top and bottom of the first page only. In
addition, it shall be marked at the bottom substantially:
“Unclassified Upon Removal of Attachment(s)®.

b. If the transmittal itself contains classified information
it shall be marked as prescribed for other documents. If removal
of the transmitted material will change the overall
classification of the transmittal document, it shall be marked
substantially: “Downgraded to (Appropriate Clessificatjor:) Upon
Removal of Attachesents®.

'95. ELECTRICALLY TRANSMITTED MESSAGES.

a. The record copy of a class.fied message shall be marked as
required in this Section for other classified documents.

b. The first item of information in the text of a classified
message shall be its overall classification. Portions shall be
marked as prescribed herein for paper copies of documents.

C. Paper-copies of electronically transmitted messages shall
be marked at the top and bottom with the assi classification.
When such messages are printed by an automated system,
classification markings may be applied by that system, provided
they are clearly distinguishable from the printed text.

4. The originator of a classified message will be considered

the accountable classifier; thus, a "Classified by® line is not
necessary in the electronically transmitted message. The source
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of derivative ciassification assigned shall be annotated on the
record copy.

e. The last line of text of a classified electronically
transmitted message shall show the date for automatic
declassification or for review for declassification.

96. FILES. File folders, binders, envelopes, etc., containing
classified documents shall be conspicuously marked according to
the highest classification of any document included therein.

97. TRANSLATIONS. Translations of United States classified
information into a language other than English shall be marked to
show the United States as the country of origin, with the
appropriate U.S. classification markings and the foreign
language equivalent thereof. Conversely, translations of foreign
classified information into English shall be marked with the name
of the country of origin and the foreign and U.S. equivalent
classifications (see appendix 1).

98. CHARTS AND DRAWINGS. Charts, maps and drawings shall
bear the appropriate classification marking under the legend,
title block or scale, in such a manner as to differentiate
between the classification assigned to the document as a whole
and the classification assigned to the legend or title. The
markings shall also be inscribed at the top and bottom of each
such document. Where the customary method of folding or rolling
these documents would cover the classification markings,
additional markings shall be placed so as to be clearly visible
wvhen the document is folded or rolled.

99. gggggg%&ggg. Negatives and positives shall be marked with
the appropciate classification markings and kept in envelopes or
other containers bearing conspicuous classification markings.
Roll negatives shall be marked at the beginning and end of each
strip, and single negatives marked with the opriate
classification. Each photographic print shall be marked with the
approprciate classification at the top and bottom of the face side
and, where practicable, the center of the reverse side. Caution
sust be exercised when using self-processing film or paper to
photograph or reproduce classified material, since the negative
of the last exposure may resain in the camera. All component
parts of the last exposure shall be removed and destroyed as
classified waste, or the camera itself shall be protected as
classified material.

100. :54!§Ee¥ggszgﬁbe%g . The applicable classification
markings sha on each transparency or slide. Other
applicable markings, when practicable, shall be shown on the
border, holder, or frame.

Page 44



101. MOTION PICTURE FILMS. Classified motion picture films
shall be marked at the beginning and end of each reel by titles
bearing the appropriate classification. Such markings shall be
visible when projected on the screen. Reels shall be kept {(n
cans or other containers bearing conspicuous classification
markings.

102. NGS. Recordings, sound or electronic, shall containm *
at the Egg;nninq and end a statement of the assigned S
classification which will provide adequate assurance that any ;
listener or recipient will know that classified information of a
specified level is involved. The recording material and
containers shall also be marked conspicuocusly.

103. %gg%zglgﬁ% INE AND :ngger[g DATA g%gg;%%%g? {Qg§§.,:
Electrical machine automat ¢ ta processing apes s
shall bear external markings and internal notations sufficient to . t%
assure that any recipient of the tapes will know that classified ~3lifgi
information of a specific classification level is involved. .The:
markings will also serve to alert recipients that the classified:
information within the tapes requires protection when produced by s
any medium; e.g., terminal displays, printouts, etc. ' -

104. PAGES OF ADP LIST . Classification markings on pages
listings produced by equipment may be applied by the RIS
equipment, provided the markings are clearly distinguishable from
the printed text on the face of the document. As a minimum, such =
listings shall be marked with the security classification on the . “:
first and last pages and on the front and back covers, if any, as X
prescribed in above. SR

10S. .g§§5§f ADP . A deck of classified ADP cards need
not be mar individually but may be marked as one single -
classified document so long as they remain within the deck. - A =
deck so marked shall be stored, transmitted, destroyed and .
otherwvise handled in the manner described for other classified ' ¥
documents of the same classification. An additional card-shall - : 12

be added, however, to identify the contents of the deck and.the - W,
highest classification involved. Cards removed for separate .~ =ii&%E

processing or use and not immediately returned to the deck after
processing shall be protected to prevent compromise of any. .
classified information contained therein. In these instances, RN 5 <
the cards shall be marked individually as prescribed above for an -

individual ordinary document.
106-109. RESERVED. b
.%

Page 45 3
i




SECTION 4. CLASSIFICATION AUTHORITY, DURATION AND

CHANGE MARKINGS

110. DECLASSIFICATION AND REGRADING MARKING PROCEDURES.
Whenever classified information is downgraded or declassified
earlier than originally scheduled, or upgraded by competent
authority, the material shall be marked promptly and
conspicuously to indicate the change, the authority for the
action, the date of the action and the identity of the person
taking the action. In addition, except for upgrading, prior
classification markings shall be canceled, if practicable, but in
any event those on the first page, and the new classification
markings, if any, shall be substituted. In cases where
classified information is downgraded or declassified in
accordance with the downgrading and declassification markings
prescribed in Figure 1, such markings shall be a sufficient
notation of the authority for such action.

111. APPLYING DERIVATIVE DECLASSIFICATION DATES.

a. New material that derives its clast..:cation from
information classified on or after Decembe. 1, 1978, shall be
marked with the declassification date, event, or date for review
‘assigned to the source information.

b. New material that derives its classification from
information classified prior to December 1, 1978, shall be
treated as follows: .

(1) 1f the source material bears a declassification date
or event not more than 20 years from the date of origin, the date
or event shall be carried forward to the new material;

(2) 1If the source material bears no declassification date
or event, or bears an indeterminate date or event such as “Upon
Notification by Originator®, “"Cannot Be Determined®, "Impossible
to Determine®, etc., or is marked for declassification beyond 20
years from date of origin, the nev material shall be marked with

- a date for review for declassification 20 years from the date of

-original classification of the source material; and

_ (3) 1If the source material is foreign government

. information bearing no date or event for declassification or is
marked for declassification beyond 30 years from date of origin,

the nev material shall be marked for review for declassification

at 30 years from the time the information was originated by the

foreign government or international organization of governments,

or acquired or classified by the FAA, whichever is earlier.
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¢. New material that derives its classification from a
classification guide issued prior to December 1, 1978, that has
not been updated to conform with this order shall be treated as

follows:

(1) 1If the guide specifies a declassification date or
event 20 years or less from the date of original classification,
that date or event shall be applied to the new material.

(2) If the guide specifies a declassification date or
event more than 20 years from the date or original
classification, or no declassification date or event, or an
indeterminate date or event as in subparagraph above, a date for
review declassification at 20 years from the date of original
classification shall be applied to the new material.

112. UPGRADING. When material is upgraded, the old
classification markings shall be cancelled promptly and new
markings conspiciously applied.

113. RESERVED.

SECTION S. ADDITIONAL WARNING NOTICES

114. GENERAL PROVISIONS.

a. In addition to the marking requirements prescribed in this
chapter, warning notices prescribed in this Section shall be
prominently displayed on classified documents or materials, when
:ggltcable. In the case of documents, these warning notices

11 be marked conspicuocusly on the outside of the front cover,
or on the first page if there is no front cover.

b. When display of warning notices on other materials is not
possible, their applicability to the information shall be .
included in the written notification of the assigned

classification.
115. ~ 'A. Classified documents or material
containing Restric Data as defined in the Atomic Energy Act of

1954, as amended, shall be marked as follows:
"RESTRICTED DATA"
“This material contains Restricted Data as defined in the

Atomic Energy Act of 1954. Unauthorized disclosure
subject to administrative and crimiral sanctions.®

Page 47




1l16é. FORMERLY RESTRICTED DATA. Classified documents or material
containing FotmerIy Restricted Data, as defined in Section 142.4,
Atomic Energy Act of 1954, as amended, shall be marked as
follows:

"FORMERLY RESTRICTED DATA"

"Unauthorized disclosure subject to administrative and
criminal sanctions. Handle as Restricted Data in foreign
dissemination. Section 144.b, Atomic Energy Act, 195¢."

117. ;EFELLIGERQ% SOURQ%§ AND METHODS INFORMATION. Classified
information or materia nvolving intelligence sources and
methods and subject to specific dissemination controls shall be
marked with the following additional warning notice:

"WARNING NOTICE~--Intelligence Sources and Methods Involved."

118. DISSEMINATION S%E ION NOTICE. Classified
information that is crngn%% 55 an originator to be subject to
special dissemination or reproduction limitations, or both, shall
include, as applicable, a statement or statements on its cover

sheet, first page or in the text, substantially as follows:

"Reproduction requires approval of originator or higher
authority.*®

“Further dissemination only as directed by (Insert appropriate
office or official) or higher authority.® _

119. NOTATIORS. Other notations of restrictions on
reproduction, ssemination or extraction of classified
information may be used as shown on source material.

120. RESERVED.

ON 6. 1
PREVIOUS EXECUTIVE ORDERS AND DIRECTIVES

121. . Documents and material already marked under
Executive er 11652, as amended, or predecessor Orders and
directives shall be remarked in conformity with this Chapter when
(1) information extracted from material so marked is to be
conveyed; (2) the document or material itself is to be
disseminated in any manner; (3) the document or material is

reviewved for specific purposes or during the annual security
inspection. Whenever remarking of such documents or material is
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required, 1t shall be accomplished in accordance with this
Section.

122. FOREIGN GOVERNMENT INFORMATION. Documents or material
classified before December 1, 1978, that contain foreign
government information shall be marked for review for
declassification 30 years from the date or origin, e.g., "Review
on (insert date).”

123. REMARKIRNG OR MATERIAL MARKED *
§§§§§§%§_. A t or material, class prior to December
1

. 1978, and marked for automatic declassification in accordance
with the General Declassification Schedule (GDS) or an Advanced
Declassification Schedule (ADS) under Executive Order 11652 need
not be remarked. HBowever, should notification be made to extend
classification beyond the declassification date or event
specified by the GDS or an ADS, the document or material shall be

remarked appropriately.

1 SRS ISR TR IR R
® OR NOT . A
gg%ﬁhent or material classif ore ¢ and

[

marked as exempt from the GDS under Executive Order 11652 with a
date or event for declassification 20 years or less from the date
or origin, shall not be remarked. However, if a document or
material exempted from the GDS is marked with a declassification
date in excess of 20 years from the date or origin or does not
bear a specific declassification date or event, it shall be
marked with a date for review for declassification at 20 years
gron)the date or origin of the document, e.g., "Review on (insert

ate)."

125. REMARKING DOCUMENTS OR MATERIAL MARKED GROUP 4°. -

a. Information classified under Executive Order 10501, as
amended, that is contained in a document or saterial marked as
Group ¢ and is still so marked, was placed by Executive Order
11652 under the General Declassification Schedule and subject to
automatic declassification thereunder as follows:

(1) All such information originally classified as Top
Secret becomes declassified on December 31 of the tenth year from
the year of origin. '

(2) All such information originally classified as Secret
becomes declassified on December 31 of the eighth year from the
year of origin.
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(3) All such information originally classified as
Confidential becomes declassified on December 31 of the sixth
year from the year of origin.

b. Wwhen such information is determined to have been
automatically declassified under subparagraph a(l),(2),(3),
above, remarking of a document or material is not necessary but
old classification markings shall be cancelled on at least the
first page. In cases vhere such information remains classified
under subparagraph a(l),(2), or (3), a finite date tor
declassification shall be shown on a “declassify on" line, prior
classification markings cancelled on at least the first page, and
current classification designations substituted therefor.
However, should notification be made to extend classification
beyond the declassification date or event specified by the GDS,
the document or material shall be remarked appropriately.

126. REMARKING OR MATERIAL NARKED
NOT GROUP MARKED. gn%ornafTb cIassIffza-Ezforc June 1, ¥57 o

_F—t Is contained in a document or material marked as Group 1, 2
or 3 under Executive Order 10501 as amended, or not group marked,
shall be remarked to show a date for review for declassification

20 years from the date of origin, e.g., "Review on (jinsert
date)“.

127. -EARLIER DECLASSIFICATION. Nothing in this section shall be
be construed to preclude declassification under paragraph 62.

128-129. RESERVED.
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h. Signing and returning to the sender receipts enclosed in
classified transmittals.

i. Assuring that the appropriate secure methods of
transmission (except telecommunications) is selected and that the
material is properly prepared for transmission.

j. Assuring that receipts are obtained for TOP SECRET and
SECRET material sent from or within the activity. CONFIDENTIAL
material mailed from the activity may be covered by receipts at
the option of the sender.

k. Destroying or arranging for the destruction of classified
material.

145. RECORDS.

a. Accountability records (FAA Form 1600-35) shall be
established and maintained at the Security Control Point when
classified material is:

(1) received at an activity;

(2) generated, reproduced, or destroyed within an
activity;

(3) transferred from one office to another within an
activity; or

(4) dispatched outside of an activity on a permanent or
temporary basis, including that material which is handcarried out
of the activity and which is to be returned.

b. The records maintained at the Security Control -Point will,
as a minimum, reflect the following:

(1) Date of receipt and date of origination.

(2) Activity from which received or by which originated.

(3) A brief, unclassified dcscription of the material.

(4) Classification of the material.

(5) The date of any downgrading action, the date for
declassification or the date for review for declassification.
Records shall be maintained in such a manner as to immediately
identify classified material as it becomes downgraded or

declassified or when it is eligible for a review for
declasgification.
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v6* Control! number assigned.

(7' The office within the activity currently having
custody of the individual 1tems of classified material.

(8) Disposition and date thereof for all material
destroyed, downgraded, declassified or dispatched outside of the

activity.

c. DOT F 1600.4, Classified Material Record, must also be
used 1n all TOP SECRET and SECRET document transactions to
fulfill internal and external continuous receipting requirements.

d. Accountability records, FAA Form 1600-35 and DOT F 1600.4,
for classified material will be retained for a miminum of four
years after final disposition is completed. At the end of this
period they may be destroyed.

e. Automation of control records is authorized. Such action
must heve the prior approval of ASE-200.

145. WORKING PAPERS.

a. Working papers are documents, including drafts, notes,
photographs, etc., accunulated or created to assist in the
formulation and preparation of a finished document. Working
papers produced by an activity which contain classified
information shall be:

(1) Dated when created.

(2) Marked with the highest classification of any
information contained in the document.

(3) Marked with downgrading or declassification
instructions.

(4) Protected in accordance with the classification
assigned.

(S) Destroyed when they have served their purpose by the
appropriate Security Control Point.

b. Working rs classified at the Secret and Confidential
level may be released within an activity for review and
coordination without processing through the Security Control
Point provided:

(1) That the recipient has the appropriate clearance,
need-to-know and proper storage capability.
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(2: That for Secret working papers a receipt is prepared
by the releasing office identifying the material and is signed by
the recipient.

(3) That the material either is destroyed within 30 days
or returned to the originator. Secret working papers retained by
any office more than 30 days shall be entered into the
accountability system by the activity's Security Control Point.

c. All Confidential and Secret working papers transmitted
outside of an activity on a temporary or permanent basis shall be
processed through the Security Control Point.

147. ADDITIONAL TOP SECRET CONTROLS.

a. The Top Secret Control Officer will affix a disclosure
record (DOT F 1600.32) to each TOP SECRET document which will
reflect the document title; the name of all individuals given
access to the TOP SECRET information, including those to whom
only oral disclosure is made; and the date(s) of such access.

b. The internal and external transfer of TOP SECRET material
will be covered by a continuous receipt system, regardless of how
brief the period of custody.

c. The original and all copies of TOP SECRET documents will
be numbered in series. Distribution records, receipts and
accountability records will list the copy number as part of the
document identification.

148. MATERIAL WHICH 1S ED 10 Q%té§E¥!£Iz.
Personnel of an activity ego tece%vc fﬁ?ggksggg, , and
CONFIDENTIAL material direct from a visitor or who bring such
material back to their office as a result of their visiting-
&nother activity shall immediately have the material

the Security Control Point.” Similarly, personnel who wish ¢o
rtelease classified materfial to an authorized visitor or to -
another activity as a result of their visiting shall process the
material through the Security Control Point.

- 149. 'fﬁ!ZEQE gzngzg%. In larger activities, which
handle a significant volume of classified material and where the
Security Control Point serves many offices, each office which has

or will have custody of classified material shall establish a

Document Control Station. The Station may be established

organizationally at the office, service, division or lower level

t upon the circumstances. The Document Control Station

vill receive all TOP SECRET, SECRET, and CONFIDENTIAL material

that flows in or out of the office. The Document Control Station

will maintain a record or log of all TOP SECRET, SECRET, and

CONFIDENTIAL material received in the office. The log will also
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indicate the i1ndividual or section which has custody of the
material. The Security Control Point will forward all classified
material intended for an office only to ite Document Control
Station which will assure that only appropriately cleared persons
within its office receive, handle, or store the material. The
Security Control Point will maintain a record of the identity and
clearance of each Document Control Station operator.

150. EXCEPTIONS FOR UNIQUE MATERIAL. Communications Security,
ReqisterZE Publications System, Special Intelligence, Restricted
Data, and similar unique material will be received and accounted
for by the respective custodians appointed for these purposes who
shall operate inconformity with the regulations prescribed for
the particular type of information.

151. RESERVED.
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CHAPTER 6. STORAGE AND SAFEKEEPING OF CLASSIFIED MATERIAL

SECTION 1. STORAGE AND STORAGE EQUIPMENT

152. USE OF STORAGE CONTAINERS. To maintain a storage program
that is both economical and effective the following steps shall

be taken:

a. Classified naterial shall be consolidated in the least
number of containers consistent with efficient operations and
access requirements.

b. Unclassified material should be removed from the
containers to the maximum extent possible without reducing the
integrity of the files.

c. Containers shall be located so that they are under the
direct observation of the custodian during working hours.

4. The contents of the containers shall be reviewed
periodically for the purpose of reducing the volume of material
on hand. '

153. TYPES OF CONTAINERS AUTHORIZED.

a. Classified material may be stored only in containers which
meet Federal Specifications GSA-FSS-AA-F-357 b,c,4,e,f and
subsequent revisions, or GSA-FSS-AA-F-358 b,c,d,e,f, and
sub:equent revisions, or GSS-AA-F-00364a and subsequent
revigions.

b. TOP SECRET material shall be protected by the most secure
means feasible. As a minimum, it may be stored in a container

specified above.
C. Caster bases for security containers are prohibited.

d. Offices which need to store classified material such as
Charts, maps, etc., which because of the size or volume cannot be
pPlaced in an approved container shall consult with the servicing
security element.

154. g%g;g . Containers provide no absolute protection
since they can netrated. The time required to open a
container varies with its type. The equipments described above
48 authorized for the storage of classified material represent
Rinimum requirements. A determination whether adequate
protection is being provided will depend on the volume, nature,
and sensitivity of the material in relation to other factors such
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as type of containers, overall conditions which exist, presence
of guards, vault-type space, intrusion alarms, etc. Such
determinations shall be made for each specific location by the
servicing security element.

155. SUPERVISION OF STORAGE CONTAINERS.

a. A custodian and one or more alternates will be assigned
responsibility for the security of each cabinet or vault {n which
classified material is stored. STORAGE CABINETS SHALL BE KEPT
LOCKED WHEN NOT UNDER THE DIRECT SUPERVISION OF THE CUSTODIAN OR
OTHER PERSONS AUTHORIZED ACCESS TO THE CONTENTS OF THE CABINET.
The number of persons afforded access to the storage containers
shall be kept to a minimum.

b. Additional duties of the assigned custodian are:

{1) Insuring that the containers are locked and checked
at the close of the workday and when the area is unattended
during the workdays.

(2) Verifying that classified material withdrawn for use
during the day had been returned to storage.

(3) Insuring that persons requesting or taking classified
documents from the containers have the appropriate clearance and
need-to-know.

(4) Insuring that the combinations are changed as
prescribed in this chapter.

156. EEEEI!¥! ) 4 I . Each storage container
shall ass qnga EI%§$§§r<oc EFEE%? for identification purposes
wvhich shall be affizxed by decal or plate in a conspicuous
location on the outside of the container. PForm DOT P 1600.6,
Lock Combination Record, or equivalent, will also be prepared
showing the location of each container within an activity, the
level of classified material authorized to be stored therein, the
combination, and the names of persons having knowledge of the
combination to each container. One copy of this record shall be
maintained by the security element serving the activity. The
servicing security element shall be notified when a storage
container is to be relocated.

157. CONTROL OF COMBINATIONS.
a. Changing of Combinations. §
(1) Combinations will be changed: ;
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a At the time the container 1s received by the

- N - . 1 -
2t 1o whioh wilil uSe 18

r At least annually.

.ci When there is reason to believe that an
unauthori1zed person may have learned the combination.

(d) When a person who knows the combination transfers
iincluding i1nter-office transfers) or terminates.

(e) When the container is to be used to store
material of a higher classification than the clearance level of
one or more of the persons whc know the current combination.

(2) Normally, the combination will be changed by the
designated custodian or by a cleared person specifically assigned
that function within the activity. Under no circumstances should
an outside locksmith be brought in for this purpose.

b. Protection of Combinations. COMBINATIONS MUST BE AFFORDED
THE SAME DEGREE OF PROTECTION AS THE HIGHEST CLASSIFICATION OF

THE MATERIAL IN THE CONTAINERS.

(1) Combinations shall NOT be carried in wallets, written
on calendar pads or otherwise concealed in the work area.
Knowledge of or access to the combination of a container will be
given only to those appropriately cleared persons who are
authorized access to the classified information in the container
and need it for operational efficiency.

(2) wWhen a combination is changed in accordance with the
schedule set forth above the superseded combination is
automatically declassified and may be destroyed without benefit
of a destruction certificate. :

(3) To ensure positive locking a combination dial should
be rotated at least four complete turns in either direction.

(4) In selecting combination numbers, multiples of five,
simple ascending or descending numbers, double numbers, telephone
or room numbers and births, anniversary or any other prominent
dates in one's life should not be used.

c. §%¢nda§d 1 Q%ggtgggﬁg . When a storage container or
padlock is re ut§%SEE§ stock, e returning office will first
change the combination to 50-25-50 for cabinets and containers
with built-in locks or to 10-20-30 for padlocks. A tag shall be
affixed to one of the handles of the cabinet or shackle of the
padlock showing the standard combination used and organizational
symbol of the returning office. These two combinations are
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reserved fOor cabinets and padlocx: 1n supply stockage and are
prohibited ftor use in securing classified material. The security
clement serving the activity shall be notified when the cabinet
1s removed f{rom use.

158. SPECIAL PRECAUTICNS.

a. Reversible cardboard CLOSED-OPEN signs (GSA Euppiy Number -
9905-296-7021, or equivalent) shal. be used 4s addittona{ Do
reminders cn clascified storage containevs.

b To preclude the possibility of image transfer, front-
coated copy paper should not be stored next to classified
documents, otherwise it 3hould be separated from the classified
printed matter by a sheet of nonsensitive paper.

c. A Safe Check Record form, ICT F 1600.3), or equivalent,
srall be placed on each container for tie purpose of assuring a
record is made of each time the container (s opened, closed, and
double checked.

d. Prior to a storsge container being returned to storage, & .
careful sesrch shall be made inside, behind, and under all N
drawers to assure that classified material is not inadvertently
left in the container. : R
159. -QUT. In the event a sucutity container or vault door
needs to penetrated force to overcome a lock-out, the
following provisions shall be observed: .

a. Cleared personnel shall be used, unless such ptcoonncl~di
no. available and an urgent need exists for access to the unit. .

b. If damage is restricted to the locking drawer, the entire
drawer shall be replaced with 2 new unit, ot

c. All drilled or dasaged pacts (dial ring, lock case, etc.) ° . Eifiy
shall be replaced with nevw parts and the drilled area lht‘l be U T

f1l1led with weld equal in hardneas to the surrounding metal, R
oround flush, and dressed and painted to conceal the repaired - - :
acea. A metal plug inserted into the hole is not acceptable. i o:ijhsteos
d. A record shall be maintained by the servicing security - 7%p -?
element showing the identity of the cabinet, date, and nature of C e
repair, 22
. e L;‘.:P

160. RESERVED.
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SECTION 2 _ CUSTODY AND AREA CONTROLS |

161. BASIC PROVISIONS. Certain controls are fundamental to |
maintaining proper custodian protection of classified material.

The following basic requirements are listed even though some

individual items may be restated in other chapters. THEY ARE NOT

ALL INCLUSIVE. .Additional measures as necessary under existing

circumstances shall be taken to prevent unauthorized access to

the information.

a. AN ACTIVITY OR OFFICE WHICH MAY RECEIVE A CLASSIFIED
DOCUMENT AKRD WHICH HAS NO AUTHORIZED SECURE STORAGE CAPABILITY
SHALL TAKE ACTION TO PROTECT THE DOCUMENT. Such action shall
include returning the do~ument, destroying it or arranging with
another activity or office for secure storage. Under no
circumstances shall it be left unattended or in an unauthorized
storage container.

3 b. Classified material shall not be displayed o- left in an
office when persons authorized to receive it are r-t present.

C. When being used, classified documents shall be covered
-with a Cover Sheet, DOT F 1600.7, or equivalent. The Cover Sheet
will remain on the document when it is transmitted within an
activity. It shall be resoved vhen it is transmitted outside an
7 mctivity or when it is placed in a file folder. The Cover Sheet
;. Shall be placed on the outsids of file folders containi

- ‘classified material so that these folders will be properly

1. -identified, upon removal from storage. '

i s  Offices haﬁ:g custody of classified material shall

‘ | _ checks to assure that classified material
As>placed .in secure storage containers at the end of the day or
“iwher.the Dffice is unattended by awthorized persons during the

A and that the cabinets are locked. T

not ‘affocded access to classified material unless security

“cleacance data has been verified and the *need-to-knov® has been
‘M! . Y . . :

-

el

MM‘M'.MfM kept separate from unclassified
Mtﬂi‘lﬂ;wl be u!ogwaod in the same manner as

»accountsble documents mntil dest . Offices using burn
s.baskets "oc other mlu‘-~£ormlttd wvaste are responsible

e - - ?
“for Temoving all saterial from them at the end of each day unless
the container is -located in & 24 hour ational area under the
‘control of responsible cleared personnel. The material shall be
.. -protected unatil forwarded to the control point for destruction.
:= Shat portion of carbon paper ribbon and similar forms of "one-

K
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time” lypewriter ribbon which contain classified information
shall be removed from the typewriter at the end of the typing
project or the working day and handled as classified waste,
Cloth-type ribbon shall be removed from the typewriter at the end
of the day and stored if that portion of the ribbon which
contains classified information has been used fewer than two
times.

g. Classified information shall not be discussed over the
telephone or sent via unsecured telecommunications circuits.

h. Classified information shall not be discussed with
unauthorized persons and shall not be discussed in public or
other places where it may be heard by unauthorized persons.

i. Classified material may not be removed from an activity
except for official transmission or for the purpose of attending
a conference or meeting.

j. Persons handcarrying classified material shall keep it in
their personal possession at all times.

k. Classified material may not be checked with baggage and it
may not be left in such places a:: locked or unlocked automobiles,
hotel rooms, hotel safes, aircraf’ "=-ain compartments, buses,
private residences, public lockers, etc.

1. Classified material shall not be read, studied, displayed,
or used in any manner in a public conveyance or place.

m. Persons who are authorized to handcarry classified
material sha'l be instructed as to their responsibilities for
protecting it and action to be taken in the event it is lost or
stolen.

n. Separate cassette type ribbons shall be utilized for
typing classified information to assure safeguarding data and
facilities storage.

162. CARE g!ggg%!sfgg. In the event of a fire alarm or
other emergency (natural disaster, civil disturbance, etc.)
requiring evacuation of office spaces, classified material shall
be placed in locked storage cabinets or safes. Persons who are
awvay from their offices and have classified material in their
possession at the time shall assure that such material is
safeguarded. If (t cannot be protected, it shall be burned or
destroyed beyond recognition on instructions from proper
authority. All activities .hall prepare plans for the emergency
protection and/or destruction of classified material. The
location and identity of the material to be destroyed,
authorizing official(s), priorities for destruction, personnel
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responsible for destruction, and recommended place and method of.
destruction should be predetermined and appropriate personnel
indoctrinated.

163. AREA CONTROLS.

a. General. Under certain circumstances special measures are
necessary to coi.trol entry into an area containing classified
information in order to protect the information from unauthorized
disclosure. In this event, the area shall be considered a CLOSED
AREA. Usually, controlled areas related to specific rooms or
physical spaces within a building.

b. Closed Area. A room or other space containing classified
_information shall be considered to be a Closed Area when:

(1) An individual may have access to classified
information, visually or audibly, simply by being in the room.
(This includes areas where classified information is normally or
frequently displayed, such as on charts, maps, drawings,

photographs, etc.

(2) The space is used as a major repository for
classified files or documents such as a Security Control Point.

(3) Classified documents are being produced by the
graphic arts process.

(4) A telecommunications center or terminal area which
processes classified information.

(S) Because of the nature of the operations, classified
information may otherwise be subject to undetected compromise.

c. n a Closed Area. Admittance to a Closed Area
shall be con%roff to prevent entry by unauthorized persons.
ADMITTANCE SHALL BE LINITED T0 PERSONNEL ASSIGNED TO THE AREA AND
TO PERSONS WHO ARE AUTHORIZED ACCESS TO THE CLASSIFIED
INFORMATION IN THE AREA. Janitorial personnel may be admitted
provided they are escorted and the classified information is
covorog or othervise protected from observation, disclosure, or
removal.

d. a] Fea of 2 ;lg!g%y ea. A Closed Area shall
be separa roma oining spaces riers which will prevent
uncontrolled entry and deny visual access. Rooms used for

classified conferences or symposia shall be accoustically treated
or secured by other measures designed to prevent unauthorized

disclosure of information.
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e. Specific Area Control Measures. The type of specific
measures needed to establish adequate controls shall be
determined by the servicing security office in coordination with
safety officials. ASE-200 should be contacted with respect to
security equipment or systems which might have unique application
to particular situations or conditions.

f. Posting of Closed Areas. Areas that are designated as a
Closed Area shall be posted to indicate this restrictive
designation. Signs containing the words: "CLOSED AREA -
AUTHORIZED PERSONNEL ONLY® shall be used. Lettering shall be on
a contrasting background discernable, if practical, from a
distance of 50 feet.

164. RESERVED.
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CHAPTER 7. REPRODUCTION, TRANSMISSION AND
DESTRUCTION OF CLASSIFIED MATERIAL

SECTION 1. REPRODUCTION

165. DISCUSSION. The number of copies of a classified document
shall be limited severely to those actually required for the
orderly transaction of Departmental business. NO MORE COPIES
THAN ACTUALLY NEEDED SHOULD EVER BE MADE. Holding the number of
copies to the required minimum will decrease the risk of
compromise of the information as well as the administrative
burden in handling and protecting the documents.

166. AUTHORIZATION. Two types of authorization to reproduce
material are Involved:

(a) Authorization of the office which originated the document
may be required, and (b) local authorization, which is required
in EVERY INSTANCE.

a. Authorization of Originating Qffice.

(1) Those portions of classified documents which contain
TOP SECRET information may not be reproduced without the express
consent of the originating office or higher authority within the
same organization. SECRET and CONFIDENTIAL documents may be
reproduced unless the document itself contains a specific
prohibition regarding its reproduction.

(2) The office having a requirement for additional copies
is primarily responsible for obtaining such consent and shall
maintain a record showing the consent.

b. Local Authorization.

(1) -Supervisory personnel sha'l determine the need for
additional copies and are responsible to hold to a minimum the
number of copies required.

(2) Authorization of the Security Control Point or Top
Secret Control Office shall be obtained to assure the prescrited
accountability records are maintained for TOP SECRET, SECRET, and
CONFTIDENTIAL material.

167. agg%g;sag;&gz: . Reproduced copies of
all class sa cﬂE?thor mmediately into the

accountability system. 1In addition, a DOT F 1600.32 shall be
affized to all TOP SECRET material.
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168. MARKINGS. Classification and other security markings which
appear on the document being reproduced shall appear on the
reproduced copies. If the security markings do not show
distinctly on the copies after reproduction has been completed,
the copies SHALL BE REMARKED.

169. CONTROLS OVER REPRODUCTION EQUIPMENT AND 5%;%%.
Reproduction equipment and areas normally fall within two
categories: (a) Office copiers and (b) Printing and Photographic

processes.

a. Office Copiers.

(1) Personnel shall exercise care in using office copiers
to reproduce classified documents in order to prevent the
information from being compromised. The following conditions
represent SECURITY HAZARDS:

(a) Leaving documents under the cover of flatbed
exposure units.

(b) Mot realizing the last copy has not yet emerged
from the delivery slo’.

(c) Ease by which other persons in the vicinity of
the machine can read ot take a copy.

(d) Failure of the machine to deliver the number of
copies mechanically ordered.

(e) Damaged coéies remaining inside the machine.

(f) Failure to stay with the copier until service can
be obtained in the event of a copier malfunction.

(g) Failure to properly dispose of classified pages
or classified waste.

(h) Pailure to destroy negatives or materials when
using diffusion transfer or dry transfer machines.

(i) Pront-coated copy pagc transferring an image to
the carrier belt inside certain single copy duplication machines
or producing a "ghost® image on the next reproduced copy if a
screen carrier is used.

(4) Failure to use only Type 1 (back coaied) thermal
copy paper when reproduction is done by the thermal copy process.

(k) PFailure to handle as classified waste slip sheets
wvhich are placed between the film sheets in the diazo process.
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©2) Facilities shall locate office copier used to
reproduce classified documents in areas or in such a manner as %o
maximize the protection the operator can give to the material
being reproduced. Facilities shall prepare guidance media,
tailored to each type of office copier in the facility, to
identify specific security hazards associated with each device
and to assist operators in following secure practices when
reproducing classified material. Such guidance, together with
authorization requirements, shall be posted near copiers which
are used by more than one office in the facility.

b. Printing and Photographic Process.

(1) Pressrooms, darkrooms, composition, bindery and
proofreading rooms (or appropriate portions thereof) shall be
regarded and designated a "Closed Area” when a classified
production is in process. Admittance to the area will be limited
to persons who have the requisite security clearance and whose
presence in the area is required. During the printing stages of
a classified run, presses will be identified to indicate the
classification level of the work. The press shall remain so
identified until the run is compleced and all traces of
classified information are removed; i.e., removal of the plates,
blankets, chases, etc., from the press and the cleaning of the-
rollers and surfaces vhich may carry an impression.

(2) All material used in production that contains
classified information (e.g., negative flats, layouts, master,
drums, vellums, stencils, composition tapes, proofs, tympan
sheets, negatives, type, plates, etc.) will be properly
safeguarded and, if not destroyed as classified waste, entered
into the accountability system. Plates and rubber blankets used
on a classified production may be reused only on other classified
jobs. Between runs they will be stored in approved security
containers and be marked to indicate the highest category of
classified information for which they were used.

170. RESERVED.
ION 2. TRAN ON_OF
171. PREPARATION AND PACKING REQUIREMENTS (MAILABLE MATERIAL).

a. The following requirements apply to all classified
material for transmittal outside an activity; however, TOP SECRET

material shall not be mailed.

(1) Classified material shall be packaged in opaque inner
and outer sealed envelopes, wrappings, or cartons.
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(2) The i1nner cover shall be marked to indicate the
highest classification of the material contained and other
warning notations as appropriate. The outer cover shall have no
classitication markings or any other indication that classified
information is enclosed. Markings on the inner cover shall not
show through the outer cover.

(3) The inner and outer covers shall be addressed to the
official government activity or cleared contractor and not to an
individual. An attention line reflecting the internal routing
symbol or organizational component within the receiving facility
may be used on the inner envelope only.

(4) The receipt (optional for confidential material)
shall be attached to or enclosed in the inner cover and shall
identify the sending activity, addressee and the material being
transmitted. The receipt shall contain no classified
information. It shall be signed by the receiving activity and
promptly returned to the sending activity.

(5) Material used for packaging shall be of such strength
and durability so as to provide protection in transit and to.
prevent items from breaking out of the covers. Bulky packages
shall be sealed with kraft tape laminated with asphalt and
containing rayon fibers (snake tape) or nylon sensitive tape, or
equivalent. Package. shall be inspected prior to release to
assure that they have been prepared properly for shipment.

b. The following requirements apply to all classified
material for transmittal inside an activity, however, the
activity's regular mail and messenger service shall not be used
for TOP SECRET material.

(1) From one building to another requiring travel upon a
public street or road, the material shall be prepared for
transmittal in accordance with paragraph 167a above, except that
a briefcase may suffice for an outer cover.

(2) For handcarrying wvithin the same building by other
than the mail or messenger system provide sufficient covering to
prevent inadvertent disclosure of the classified information;
€.g., a classified cover sheet.

(3) When the activity's regular mail and messenger system
is used to deliver SECRET and CONFIDENTIAL documents, the
material will be placed in a single sealed envelope with the
Cl::sification stamped on the envelope. Cleared messengers only
wi be used.

(4) When an office having custody of classified material
physically moves within a building or from one local building to
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another, the material shall be retaincC in the locked safe-file
normally used for classified storage or the materjal shall be
securely packaged. In either instance, the custodian or other
cleared personnel shall accompany the material and supervise the
move. The servicing security element shall be notified prior to
moving a safe containing classified material.

172.  PREPARATION AND PACKAGING REQUIREMENTS (NON-MAILABLE BULK
ITEMS).

a. If the classified material is an internal component of a
packageable item of equipment whose outside shell or body is not
classified and completely shields the classified aspects of the
item from view, the shell or body may be considered as the inner

covering.

b. If the classified material is an inaccessible internal
component of a bulky item of equipment that is not reasonably
packageable, the outside shell or body of the item may be
considered as the outer covering provided the shell or body is
not classified.

€. If the classified material is not reasonably packageable
and the shell or body is classified, drape it with an opaque
covering that will conceal all of the classified features and
secure the covering in such a manner as to prevent inadvertent
exposure of the item.

d. Specialized shipping containers, including closed cargo
transporters, may be used in lieu of the packaging requirements
listed above and are considered the outer wrapping or cover.

e. The assigned classification and the address of the
consignee shall appear on or be attached to the inner covering,
if one is used. The outer covering shall bear the address of
both the cosignor and consignee. Under no circumstances will the
Outer covering or the shipping document attached to the outer
Covering reflect the classification of the contents or the fact
that the contents are classified.

f. Containers shall be inspected prior to release to assure
that they have been constructed, strapped, and othcivwise
prepared, including the use of seals when appropriate, to provide
necessary protection during shipment.

173. METHODS QF TRANSMISSION.

a. Top et. The transmission of TOP SECRET information
shall be effected preferably by oral discussion in person between
the officials concerned. Otherwise, TOP SECRET information or

material shall be transmitted by:
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1 Personnel authorized access to the information or
personnel specifically cleared and designated as a courier for
this purpose. The normal mail and messenger system of an
activity SHALL NOT BE USED. Postal services and commercial
delivery services SHALL NOT BE USED.

*2) Armed Forces Courier Services (ARFCOS).
(3) Accompanied State Department diplomatic pouch.

(4) Telecommunications specifically approved by
appropriate communications security authority for transmission of
TOP SECRET Information.

b. Secret.

(1) Any means authorized for the transmission of TOP
SECRET information. (Certain limitations are imposed on the use
of ARFCOS for other than TOP SECFET material.)

(2) Appropriately cleared personnel.

(3) United States Postal Service registered mail within
and between the Fifty States, District of Columbia, and Puerto
Rico, provided the material does not at any time pass out of
United States Government control.

(¢) United States or. Canadian registered mail with
registered mail receipt for transmittal between United States
Government and Canandian Government installations within the
United Stated and Canada.

(S) United States Army, Ravy, Air Force postal system
under conditions established by the Department of Defense.

(6) Qualified carriers authorized to transport SECRE?
material via a Protective Security Service (PSS) under the
Department of Defense Industrial Security Program. This method
is authorized only for shipments within the United States and
only when the size, bulk, weight, and nature of the shipment or
" escort considerations make the use of other methods impractical.

(7) United States Government carriers under escort of
appropriately cleared personnel. Carriers included are Goverment
vehicles, aircraft, ships of the United States fleet or civil
service manned United States Naval ships. Appropriately cleared
operators of vehicles, officers of ships or pilots of aircraft
who are United States citizens may be designated as escorts
provided the control and surveillance of the carrier is
maintained on a 24-hour basis. The escort shall protect the
shipment at all times, through personal observation or authorized

Page 83




storage to prevent inspection, tampering, pilferage or
unauthorized access until delivery to the consignee. However,
observation of the shipment is not required during the period it
is stored in an aircraft or ship in connection with flight or sea
transit, provided the shipment is loaded into a compartment which
is not accessible to any unauthorized persons aboard, or loaded
in specialized shipping containers, including closed cargo
containers.

(8) Telecommunications specifically approved by
appropriate communications security authority for transmission of
SECRET information.

c. Confidential.

(1) Any means approved for the transmission of SECRET
material.

(2) United States Postal Service certified mail shall be
used to mail Confidential material to U.S. Government activities
and U.S. Contractors except that registered mail shall be used
for CONFIDENTIAL NATO AND CENTO material and for FPO and APO
addressees.

(3) Within United States boundaries, commercial carriers
which provide a Security Signature Service (SSS) under the
Department of Defense Industrial Security Program.

(4) 1In the custody of commanders or masters of ships of
United States registry who are United States citizens.
CONFIDENTIAL material shipped on ships of U.S. registry may not
pass out of U.S. Government control. The commanders or masters
sust receipt for the cargo and agree to (a) deny access to the
CONFIDERTIAL material by unauthorized persons, including custoas
inspectors, with the understanding that CONFIDENTIAL cargo which
would be subject to customs inspection will not be unloaded and
(b) maintain control of the cargo until a receipt is obtained
from an authorized representative of the consignee. )

174.  ADVANCE NOTICE AND BILLS OF LADING.

a. To insure that classified material is properly received
and protected upon delivery, the activity shiprinq bulk
classified material by Government ocr commercial carrier will
notify the consignee (including a military trans-shipping
activity) in advance of the date of arrival, of the (1) nature of
the shipment, (2) enticipated time and date of dcltvo;zs (3)
means of shipment, and (4) number of seals if used.

- consignee should also be requested to notify the consigpor of any
shipment not received within two working days after the estimated
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tire of arrival. Upon receilving such a notice, the consignor
shall 1mmediately reques: the carrier to trace the shipment.

b. Annotate the bills of lading to require the carrier to
rotify the cosignor immediately if the shipment is delayed en
route. Bills of lading or other shipping documents shal]l NOT
indicate that the shipment is classified.

C. Bulk materia) weighing less than 200 pounds gross shall be
shipped only in a closed vehicle.

175. USE OF TELECOMMUNICATIONS. Classified information sha]l
not be transmitted to points within or outside an activity. by
telecommunications (e.g. telep one, teletype, data, radio,
facsimilie, etc.) e€xcept by means which have been specifically
approved by ASE-]1.

176. ADDITIONAL REQUIREMENTS IN CONNECTION WITH VISITING.

a. Except for local visiting, if an employee has a need to
have gelected classified material in the Custody of his office
av  lable to him at the place he will vigit and THAT ACTIVITY
DOES- NOT HOLD COPIES OF THE MATERIAL, the material shall be
forwarded to the activity to be visited with a notation on the
inner envelope that it be held for the arrival of the named

employee.

for the material could not be anticipated sufficiently in time to
permit forwarding the material. In this event, the following

provisions apply:

(1) Only those portions of a classified document which
are essential for the vigit shall be taken.

(2) A list itemizing the material to be taken shall be
pPrepared, one copy to be retained by the security control point
or the employee's office and one copy to be carried by the

employee.

(3) The material shall be covered by a Classified Cover
Sheet, DOT F 1600.7, or equivalent, placed in double, opaque
sealed envelopes or wrappings, and fully addressed.

(4) The individual shall be briefed on his
responsibilities to protect the material.

) The individual shall be given a letter prepared on

(s
official stationery and signed by the chief of the security staff
or head of the activity, identifying the emDloyee, authorizing
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him to carry classified material, and briefly describing the
ohysical characteristics of the envelope or wrappings, and the
addressee and addressor. This authorization letter, together
with official travel orders, should ordinarily permit the
invidual to travel without the need for subjecting the classified
material to inspection. If difficulty is encountered outside the
United States during Customs inspection, the individual should
refuse to disclose the classified material and should insist on
the assistance of the local U.S. diplomatic or military
represen®ative.

(6) Upon completion of the visit, the employee shall have
the material forwarded to his office by approved means. All
material taken for the purpose of the visit shall obtain a

receipt.

c. Personnel may be authorized to remove classified material
required in connection with local visits provided:

(1) The material is not available at the activity to be
visited,

(2) the material is placed in double, opaque sealed,
addressed envelopes (a brief case may suffice for the outer
envelope),

(3) the employee is briefed on his responsibilities to
protect the information, and

(4) the material is accounted for upon his return.

177. RESERVED.

ION 3. SPECIAL FOR HAND-CARRY IFIXD
INFORMAT! IAL P
178. g%g?;glzlggg. Hand-carrying of classified information on
commercial passenger aircraft is discouraged. Classified

information shall not be carried in checked luggage that will be
transported in the aircraft, or which will be otherwise separated
from the courier. If ot all possible, classified information
should be majiled in advance of the trip to a recipient having an
authorized storage capability. Classified information SHALL NOT
be hand-carried any place outside the United States or its
possessions. Arrangements nust be made by the servicing security
element with Department of State and/or Armed Forces Courier
Service for transport and secure storage of information at the
desired destination.
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17¢. BASIC REQUIREMENTS. If 1t :i:s absolutely necessary that an

TAA employee hand-carry cliassified i1nformation aboard commercial

passengers aircraft and none of the prohibitions in paragraph 172
apply., then:

a. Advance and continued coordination shall be made with tho
air carcier(s) and terminal officials to develop mutually
satisfactory arrangements. The servicing security element shall
be contacted for assistance in making arrangements at the fljight
screening point.

b. The individual designated as courier shall be in
possession of the appropriate DOT/FAA picture identification card J
or credential and a written authorization to hand-carry
classified information.

¢. The courier shall be briefed as to the provisions of this
section. .

180. PROCEDURES FOR CARRYING CLASSIFIED INFORMATION )
ENVELOP E§ Persons carrying classified information s ould

process through the airline t‘cketing and boarding procedure in
the same manner as all other passengers. )

a. The classified information shall -ontain no metal blndinqs ’
and shall be in sealed envelopes, which shall be routinely :
offered for inspection for weapons. The screening official may .
check the envelope by X-raying machine, flurrying, feel, weight,
etc., without opening the envelope itself.

b. Opening or reading of the classified document by the
screening official is not authorized.

181. S TRANSPORTI &ﬁ; 1ED g!rmnsa o
PACKAG%%?SEEgEETaE%% be necessary ttanspor Lfk or Z"
Bulky items of classified information by commer ‘air carrier, #

the servicing security element shall provide proc.dnral guidance. - =

182. IX ATION. When authorized to c-rrz classified
informat.on rd commercial air carriers, the courier shall
have the original of a letter authorizing him/her to carry the
information. The letter shall be prepared on FAA letterhead
stationary, and shall;

a. Give the full name of the courier and his empioying
region/center.

b. Describe the type of identification the courier will
present (including 1.D card number, if any).
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¢. Describe the material being carried (e.g., three sealed
packages, 9" X 8" X 24", addressee and addressor).

d. ldentify the point of departure, destination and known
transfer points.

e. Include a date of issue and an expiration date.

f. Include the nanme, title, and signature of the official
issuing the letter. The letter should be signed by the servicing
security element division Chief; however, it may be signed by the
courier's division or facility chief. Each envelope or package

to be exempt shall be signed on its face by the official who
signed the letter.

g. Include the name and telephone number of the office or
facility designated to confirm the letter of authorization. The
telephone number shall be an official U.S. Government number.

183. RESERVED.

SECTION 4. DISPOSAL AND DESTRUCTION OF CLASSIFIED MATERIAL

184. DISCUSSION. There are two basic concepts inherent in
disposal. First, when the need for a specific 1tem of classified
material no longer exists, the item shall be disposed of. THE
LONGER AN INDIVIDUAL CLASSIFIED ITEM IS KEPT THE GREATER THE
POTENTIAL FOR ITS COMPROMISE. Second, CLASSIFIED MATERIAL MUST
BE DESTROYED BY SECURE MEANS TO PREVENT LOSS OR COMPORMISE.

185. AUTHORIZED DISPOSAL.

a. Order 1350.14A, Records Organization, Transfer and
Destruction Standards, together with supplementing and
implementing directives and instructions, prescribed what record
material shall be kept permanently; i.e., forwarded to the
Federal record repositories, and what record material may be
destroyed after required retention periods have been met; i.e.,
records disposal schedules. These directives apply to classified
as well es unclassified documents. Accordingly, OFFICES DESIRING
70 DISPOSE OF CLASSIFIED MATERIAL SHALL REFER TO APPROPRIATE
RECORDS MANAGEMENT INSTRUCTIONS. Ron-record copies of classified
documnts may be forwarded to the appropriate Security Control
Point, for destruction, at any time, at the discretion of the
office holding the documents; however, care should be taken to
assure that record material is not comingled with it prior to
de